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The Forecast for IT is Cloudy and Outsourced 
External IT’s cloud enabled outsourced IT solutions for small and mid-sized businesses deliver mission-critical IT services with uncompromised performance, superior agility, bulletproof security and high availability with lower total costs than traditional internal IT. Using our Hosted Private Cloud and Managed Hybrid Cloud IT solutions, businesses no longer need to purchase, operate or maintain servers, storage or software. Companies outsource all or part of their IT infrastructure and services to External IT, gaining superior IT services, faster time to market, and other strategic advantages. 

· No more IT capital expenditures and a lower TCO

· Instantly scalable on-demand services with pay-as-you-use pricing

· Access from anywhere providing absolute mobility for today’s virtual workforce

· Built-in affordable disaster recovery and high availability

· Predictable IT costs from a fixed price list 

· Hassle-free regulatory compliance 

· Highly flexible Hosted Private Cloud and Managed Hybrid Cloud solutions

Fully Customized Component Based Cloud Computing IT Solutions

External IT’s turnkey outsourced IT solution packages are built from External IT service components, featuring a cloud enabled IT infrastructure that offers Hosted Private Cloud and Managed Hybrid Cloud solutions. Our flexible cloud enabled data centers and server and storage grids integrate high-performance hardware and applications with advanced security systems, high availability, expert support, professional helpdesk plans, powerful self-service administration, and more.

Clients create their own External IT cloud enabled outsourced IT solution by selecting one of our primary solution plans, and then extending and customizing their IT capabilities by adding additional IT service components and options in a mix and match manner for a fully made-to-order cloud based IT solution. External IT solutions are built from the following primary IT service components:
· Cloud Enabled IT Infrastructure – Our advanced, highly secure cloud enabled data centers are located across the country and provide the physical locations where our clients’ core IT systems and resources reside. We combine our location-based dedicated managed data centers with both External IT managed multi-tenant cloud services and public cloud resources to build hybrid solutions that economically and technically meet the IT infrastructure needs of our clients.

· Hosted Private Clouds – server and storage grids with dedicated managed servers, on-demand storage, and backup and replication options that are easily customized to requirements and quickly scaled up or down.


· Managed Hybrid Clouds – Add External IT managed multi-tenant cloud services – or public cloud resources – to your hosted private cloud for a leading-edge managed hybrid cloud solution, our most common client configuration.


· Managed Multi-tenant Community Server Farms – For the utmost in economical managed cloud services, our multi-tenant server farms offer a range of value-rich application and service options.
· Public Cloud Resources – We work with our clients to leverage the capabilities and economics of public cloud resources, including Amazon’s EC2, Google’s App Engine, Microsoft’s Azure, and others. We only utilize these raw cloud computing resources when it makes sense for a client’s unique business and IT requirements. 


· The OS33 Cloud Portal – Your single interface for all your cloud enabled IT, the OS33 Cloud Portal is a seamless window to all your cloud based enterprise applications, services, and network administration, as well as to Web-based applications and local resources for a world-class hybrid desktop experience. With built-in instant messaging (IM), screen sharing and presence awareness, the flexible, object oriented and hardened OS33 is simply the most powerful cloud portal available today, giving External IT a significant edge over the competition.


· Cloud and Network Administration – The OS33 Navigator (Cloud Portal) active directory and domain controller provides integrated self-service network administration.


· Core Collaboration – Delivers powerful, fully integrated user productivity and communication services, including enterprise-grade MS Outlook/Exchange based email hosting, Blackberry and Windows mobile synchronization, world-class groupware and intranet tools, integrated SharePoint access, 3rd party SaaS email (Google email), and business productivity services.

· Cloud Based Applications – We provide always available, highly secure and fully managed productivity and line of business application hosting with on-demand cloud based delivery utilizing Citrix Windows hosting technology, the industry’s gold standard. We support most all office productivity and business applications, offer Web-based application integration, and work with you to implement any custom business-specific applications. 

· Availability, Connectivity and Security – Our solutions utilize comprehensive state-of-the-art availability and security systems, so your information assets, business-critical applications, and corporate network infrastructure are always protected and secure. Availability and security are built-in, integrated components of our entire delivery infrastructure and architecture, from the data center through the network to the user. External IT systems are protected from malicious attack and other risks with best-practice security processes powered by a combination of industry-leading hardware and software security tools, including automatic redirect to a backup data center in case of primary data center failure to assure availability.


· Support – we offer a number of FlexSupport Helpdesk user support programs to meet your needs with a professional helpdesk for all users and level 2 assistance for in-house IT staff.

The Best in Turnkey Cloud Based Outsourced IT
External IT’s cloud enabled IT solutions combine our own innovative technologies – including the industry’s most powerful and full-featured cloud portal – securely integrated with industry leading platforms and services, including VMware, Citrix, DataCore and MS Terminal Services to deliver Hosted Private Clouds and Managed Hybrid Cloud IT Solutions. Our component based state-of-the-art outsourced solutions deliver IT-as-a-Service with advantageous agility for SMBs at costs lower than traditional IT. Our customers eliminate their IT capital expenses, reduce their IT operating costs, get access from anywhere to support today’s virtual workforce, and have a greener footprint.
Component Based Architecture and Methodology
With our component based architecture and methodology, you create your customized outsourced cloud enabled IT solution using an a la carte menu of on-demand IT resources and services with a simple step by step, point and click, mix and match process.
1. Choose core infrastructure and data center options
Start creating your hosted private cloud solution by selecting a primary External IT data center location and a backup data center location from our coast-to-cast data centers.


2. Select your Hosted Private Cloud’s dedicated managed server and storage grid elements 
Decide on the dedicated application and backend servers for your solution and configure them to your requirements, including CPU, RAM, OS, and function – select from general/file system, Exchange, SQL, and SharePoint dedicated servers. Select and configure your storage from three performance levels of on-demand storage.

3. Add multi-tenant and/or public cloud resources for a Managed Hybrid Cloud solution
Add External IT multi-tenant cloud services and/or public cloud resources for a versatile Managed Hybrid Cloud solution, providing the safety and control of your own private cloud, along with the attractive economics of managed multi-tenant and public cloud resources.

4. Select backup and replication options
External IT offers an extensive selection of backup and replication options to meet a full range of availability requirements up to four nines. 

5. Choose availablility, connectivity, and disaster recovery plans
Easily select availability plans and disaster recovery options to meet your requirements, from basic daily local backups and weekly off-site backup and replication, to a real-time replication system with live failover and no loss of service for the highest availability.  

Extend connectivity
Most of our clients rely on their in-place Internet access to connect to their cloud network – with connections ranging from DSL to T1. For larger organizations and those with a need for a higher level of traffic prioritization and the utmost in security, a DirectConnect MPLS Circuit is available as an option.

6. Specify hosted and integrated applications 
We provide hosted delivery, support, and licensing management for a comprehensive package of core productivity and business applications. We also work with you to implement any custom business-specific applications, including Windows applications as well as Web-based SaaS and private install applications.

7. Enable core collaboration
Options include enterprise-grade MS Outlook/Exchange based email hosting, Blackberry and Windows mobile synchronization, world-class groupware and intranet tools, integrated SharePoint access, 3rd party SaaS email (Google email), and business productivity services. You can implement any of these options with a few mouse clicks – it’s that simple and quick.


8. Tap the power of your cloud services using our OS33 Cloud Portal 
Our powerful, flexible OS33 Cloud Portal is your single interface for all things IT, delivering an enterprise wide virtual workspace where users access applications as well as management and collaboration tools. Our hardened OS33 Cloud Portal gives us the edge over our competition and is included with all External IT solutions.  

9. Support
Select the FlexSupport helpdesk support program to meet your needs. We provide a high-quality professional helpdesk for all users and provide level 2 infrastructure assistance for in-house IT staff.

More than 200 Installations over 10 Years
Over the past decade External IT has implemented cloud-enabled IT solutions for more than 200 small and mid-size businesses, delivering Hosted Private Cloud and Managed Hybrid Cloud IT network solutions with hosted business applications, real-time collaboration, a virtual workplace, ubiquitous access, dynamic relevant content, plus the IT flexibility that empowers our clients to adapt to changing market opportunities faster.

Call us today and we’ll help put part or all of your IT workload into the cloud, freeing you from IT distractions so you can focus on your business. 
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Cloud Enabled Hosted IT Infrastructure 

External IT provides hosted IT infrastructures that deliver reliable, secure and scalable on-demand IT services that are quickly customized and scaled – up or down – to small and mid-sized companies’ strategic needs. 

The primary component of our outsourced solutions is an External IT hosted cloud enabled IT infrastructure that provides clients with a Hosted Private Cloud or a Managed Hybrid Cloud solution, which include a cloud based data center, a server and storage grid, connectivity options, and possible integration with External IT managed multi-tenant cloud services or 3rd party public cloud resources. 
Increased IT Agility with Lower IT Costs 

Companies taking advantage of our cloud enabled IT-as-a-Service architecture reduce overall IT costs while gaining IT agility from unlimited computing resources available as needed. This increased flexibility – combined with the reduction or outright elimination of IT capital investments – delivers meaningful strategic advantages, including faster time to market for products and services, along with:

· Overall lower network TCO and no more IT capital expenses

· Bulletproof multi-level security 

· Access from anywhere supports mobile and remote workers

· A standard architecture across all facilities and providers

External IT Cloud Enabled Data Centers
With External IT solutions, all of your applications and data are delivered and fully supported from our secure, state-of-the-art cloud enabled data centers where the underlying physical resources and hardware that power all our solutions are housed. We remove your dependence on in-house servers, software, and helpdesk personnel, relieving your company of mundane day-to-day IT responsibilities. 

· Advanced on-demand IT services with pay-as-you-use pricing
· Failover data centers for disaster-proof redundancy and seamless disaster recovery

· Tremendous flexibility with mix and match components

· Guaranteed high performance application delivery 

· Radically shortened provisioning time for new apps (minutes, not days) 

We operate the most reliable and secure data centers in the U.S., exceeding all industry standards for security, quality, performance, power availability, infrastructure flexibility, customer support, and more. With a virtually unlimited amount of bandwidth at our disposal, Internet connectivity is fully redundant. We add a global reach to our coast-to-coast managed data centers by leveraging 3rd party public cloud resources.

Flexible and Scalable Hosted Private Clouds and Managed Hybrid Clouds 
External IT’s cloud solutions allow you to easily select and provision your infrastructure’s server and storage grid elements for a hosted private or hybrid cloud to meet your specific requirements.  Our cloud based on-demand systems deliver significant benefits:
· Create your own Hosted Private Cloud or Managed Hybrid Cloud network

· Instantly scale and provision with on-demand resources

· Cut storage costs by 50% and increase utilization rates up to 80% 

· Slash downtime and eliminate disruptions for upgrades and maintenance 
Server and storage grid offerings include dedicated managed servers, on-demand storage, External IT managed multi-tenant servers, 3rd party public cloud resources, and storage management. We deliver guaranteed high availability with a range of backup and replication and disaster recovery options to meet availability requirements up to four nines.

Leverage the Economics of 3rd Party Public Cloud Resources
We work with our clients to leverage the capabilities and economics of 3rd party public cloud resources – including Amazon’s EC2, Google’s App Engine and Microsoft’s Azure and many others – with a focus on bringing the cloud to our clients in ways that makes sense for their business. We add wholesale cloud resources to the services delivered from our location-based dedicated managed data centers to build Managed Hybrid Cloud solutions that economically and technically meet the IT infrastructure needs of our clients.

The Highest Quality Turnkey IT Available 

When taking advantage of External IT’s state-of-the-art hosted IT infrastructure services, organizations no longer need to purchase, operate or maintain data centers, servers, storage and software. Applications and data storage are hosted, managed, and run in your own cloud environment with total redundancy, providing all enterprises – regardless of size – advanced IT services with elastic capacity and world-class features:

· A professional helpdesk and 24/7/365 support

· Network management with full transparency and control
· 24/7/365 system infrastructure monitoring

· All system maintenance and upgrades

· World-class desktop featuring our OS33 Cloud Portal
External IT solutions provide clients with all of the capabilities of a Fortune 500 IT department – with even more flexibility and agility – in one single outsourced and managed service.

2B: Cloud Enabled Data Centers  (Data Center Cloud)
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External IT Cloud Enabled Data Centers
External IT’s coast-to-coast cloud enabled managed data centers exceed all industry standards for security, performance, quality, power availability, infrastructure flexibility, customer support, and more. External IT data centers deliver far superior services compared to what our clients’ internal IT departments could build with their own available resources. Our data centers feature:
· Fully managed Cisco network

· Enterprise-level routing and switching

· Managed Cisco firewalls

· Enterprise-level security appliances

· Tipping Point intrusion prevention
Designed for reliability, security, and speed, External IT data centers use enterprise routing, switching and security engines from Cisco Systems. The patented cable distribution system allows for scalable and flexible interconnections, permitting rapid provisioning of bandwidth. Powered by Force 10 high performance switch routers, our Data Centers’ Ethernet-based switching mechanism renders speeds ranging from 100 Megabit to 10 Gigabit Ethernet. In addition, fully redundant Cisco ASA security appliances and Tipping Point IPS systems keep our network safe and secure.

No Single Points of Failure
Our data centers have no single points of failure for the most reliable, high availability IT environment with:

· Multiple redundant application servers
· Redundant power sources
· Failover data centers
· Redundant Internet connectivity with virtually unlimited bandwidth
Built-In Off Site Disaster Recovery
Since all IT is run from our data centers, disaster recovery and business continuity are built into the architecture and are now affordable for all organizations, regardless of size, without any capital expenses. In the event of a data center disaster, our intelligent system redirects users from their primary to their failover data center with no change to the end user experience.

Our basic disaster recovery program, included with all our solutions, includes weekly backups of all data replicated to a secondary facility with a shared infrastructure for the failover. (?confirm accuracy) We offer a range of higher-level disaster recovery programs and high availability options with availability up to four nines.

Secure Data Center Facilities

External IT operates the most reliable and secure cloud enabled data center facilities in the United States. Our best of breed data centers are spread out across the country and feature state-of-the-art security, backup power systems, storm protection, climate control, and more:

Access to External IT data centers is limited to authorized personnel passing biometric hand scanning and 24-hour on-site security guards. We continuously monitor each piece of hardware and every service running within our data centers 24 hours a day, seven days a week. In addition, surveillance cameras and centralized monitoring ensure security.

24x7 Network Operation Center  (JACOB: HELP WITH SOURCE INFO PLEASE)
· 24/7/365 monitoring of all equipment, software and services –

· Our trained professionals 

Monitoring, proactive, quality of engineers, responsive
Multi-level Physical Security

External IT Data Centers offer the highest levels of quality, security and reliability. All areas of our data centers are monitored and recorded using closed circuit video. In addition, all access points are controlled. Security features of our data centers include:
· Staffed 24/7/365 with on-site security officers

· All visitors are screened upon entry to verify their identity and are escorted to their appropriate locations

· All doors are secured using biometric hand geometry readers and pass codes

· The building exterior is fully anonymous, has no windows, identifying marks and is bulletproof

· All entrances are protected with silent alarms and automatic notifications to authorities

· Hi-resolution, color digital video cameras with archiving and retrieval capabilities record all activities at data centers

· The video monitoring system is integrated with access control and alarm systems

Intruder Detection and Prevention Systems

External IT employs systems that actively monitor all network traffic to detect any attempt to log in or access resources without authorization. If suspicious activity is detected, protective measures are taken and our technicians are notified immediately. To aid in this, we use the industry-recognized best enterprise systems, Tipping Point IPS.

· Advanced fire protection systems – ensuring little or no damage in case of fire
 
· Fully redundant power systems – dual parallel uninterruptible power supplies (UPS) and a 2,000 KW diesel backup generator minimize the possibility of any power failures. 

· HVAC climate control systems

Physical Structure

The building shell, exterior, floors, and roof of all External IT data center facilities meet or exceed local building codes and standards. In order to provide further protection, our data center facilities are built to effectively manage and withstand the effects of fire, flood and earthquakes. 

Fire Suppression

· Consists of a dual-alarmed, dual-interlock, multi-zoned, water-based dry pipe fire protection system.

· Uses sensory mechanisms (HSSD) to sample air and sound alarms prior to water pressurization. 

Flood Control

· The data centers were built above sea level and 500-year flood plains, have no basements, have tightly sealed conduits, and have moisture barriers on the exterior walls.

· The data center facilities contain dedicated pump rooms, drainage/evacuation systems, and moisture detection sensors.

Earthquake Management

· All data centers are built to meet or exceed seismic design requirements of local building codes for lateral seismic design forces. 

Environmental Control

· In order to provide optimal environmental conditions for operation, the HVAC systems provide External IT data centers with appropriate levels of airflow, temperature, and humidity. 
 

· The HVAC systems use N+1 redundancy configurations and are also backed up by redundant diesel generators. 

Our Data Center Facilities are Across the U.S. 
To minimize latency issues, provide for disaster recovery, and best serve our clients who span across the country, the External IT data centers currently include five facilities. 
[Graphics: Use Map of U.S. showing locations]
· San Jose, CA (Tier III)

· Secaucus, NJ (Tier IV – secondary)

· Pearly River, NY (Tier III)

· Dallas, TX (Tier IV – primary)

· San Diego, CA (Tier IV)

Facilities Certifications and Audits  Source Info Needed
Compliance

The External IT data centers meet Securities and Exchange Commission (SEC), Sarbanes-Oxley (SOX) Act, and Health Insurance Portability and Accountability Act (HIPAA) guidelines and offers ISO compliance for securing confidential data.

The Best Data Centers in the Business Delivering The Best Cloud IT Solutions
With External IT outsourced IT solutions, all of your applications and data are delivered and fully supported from our secure, state-of-the-art, coast-to-coast data center facilities. We remove your dependence on in-house servers, software, and helpdesk personnel, relieving your company of all mundane day-to-day IT responsibilities. In return, you get stability and peace of mind along with the features and functionality of a Fortune 500 IT department – and even more business agility.
2C: Architecture 
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1.       Datacenter Cloud Optimized for on-demand delivery of cloud-based IT for business
a.       Designed for SMB
b.      Running from top-tier datacenters using Ent. class gear   
c.       Fully virtualized
d.      Managed and monitored around the clock  

2.       How it’s built / how it works
a.       Top-tier datacenter facilities in multiple locations    
b.      Cisco-powered network connectivity and security
c.       IBM and HP Servers
d.      EMC and IBM SAN storage
e.      Server virtualization by VMware
f.        Storage virtualization by DataCore
g.       Applications virtualization by Citrix

3.       What it means for business - benefits to you business
a.       Flexibility – on demand, only use what you currently need
b.      Affordability – only pay for what you use, control your costs
c.       Performance – fast response
d.      Reliability – reliable, tons of HA ands DR options
e.      Mobility – work anywhere
f.        Security – your information is secure
g.       Compatibility – run any business application  

4.       Conclusion  
a.       External IT has the best solution for companies who want IT infrastructure and services available as needed, when needed – and without paying until used – External IT’s cloud enabled IT architecture provides the solution.
 
2C: Service Components >> Infrastructure >> Architecture 

The External IT System Architecture

Optimized for On-demand Delivery of Cloud-based IT for SMBs

Running from top-tier datacenters using enterprise class gear, the External IT cloud based IT infrastructure was built from the ground up with an architecture specifically designed to provide breakthrough on-demand cloud based IT services optimized to meet all the needs of small and medium sized businesses in today’s IT-dependent environment.

The External IT architecture has been refined and hardened over a decade of fulfilling our commitment to develop and operate the most advanced and efficient cloud-enabled IT infrastructure, providing on-demand, secure, elastic IT services for more than 200 SMB clients around the globe.

Fully Virtualized
The External IT architecture utilizes state-of-the-art end-to-end virtualization built with proven, industry-leading virtualization technologies, including VMware, DataCore, and Citrix.  External IT works closely with these vendors to ensure our implementations are fully tuned and optimized for top performance and reliability.

Managed and Monitored Around the Clock
Every piece of hardware and software of the External IT cloud network is monitored 24 hours a day, seven days a week, 365 days a year, providing SMBs the security and control of a Fortune 500 network.

Key External IT Architecture Components
Top-tier Datacenter Facilities in Multiple Locations ​– All External IT data centers are Tier III or IV data centers with network connectivity and security built on best of breed 100% Cisco powered systems, with security provided by Cisco’s ASA family of network security appliances.

Server Virtualization with VMware vSphereTM 4 – Integrated into the core of the External IT architecture, VMware’s vSphere datacenter virtualization platform delivers the highest levels of availability and responsiveness for all applications and services across our cloud based business infrastructure. By decoupling critical applications from underlying hardware, VMware enables External IT to offer cloud based IT services with unprecedented flexibility and reliability. 
· Optimized IT service delivery provides the highest levels of application service agreements and the lowest total cost per application workload.

· A server virtualization platform proven as the foundation for private clouds, vSphere’s federation and standards also enables the creation of hybrid cloud structures that can fully take advantage of public cloud resources.


Storage Virtualization Utilizing DataCore – For more than 10 years, DataCore has developed storage virtualization technologies with a rich set of functions that free storage from mechanical constraints and improves the speed, resiliency and utility of disk storage. Delivering a full-featured virtualized SAN necessary for thin provisioning, DataCore enables the ability to assign storage on demand and allows centralized management of storage without device model or disk interfaces. 
DataCore’s vast array of features also includes analysis and reporting, virtual disk pooling, synch-mirroring to facilitate high availability, high-speed caching, load balancing, raid striping, online snapshots, continuous data protection (CDP) and recovery, and remote replication.

Application Virtualization Leveraging Citrix – The gold standard for enterprise application delivery for over a decade, Citrix XenApp 5.0 Platinum technology is tightly integrated into our architecture for optimal application hosting and delivery performance.  
Tipping Point Intrusion Protection – The TippingPoint Intrusion Prevention System (IPS) delivers the most powerful network intrusion protection in the world with application, performance, and infrastructure protection at gigabit speeds through total packet inspection. The TippingPoint IPS is an in-line device that is inserted seamlessly and transparently into the External IT network. As packets pass through the IPS, they are fully inspected to determine whether they are legitimate or malicious. This instantaneous form of protection is the most effective means of preventing internal and external cyber attacks from ever reaching their targets.

IBM and HP Servers – We use only best of breed servers with the most robust and reliable high performance to build an efficient information infrastructure that lets you store, protect, optimize, and leverage your data.
EMC and IBM SAN Storage – Innovative technology and robust software capabilities provide unified storage with high availability, scalability, and flexibility needed to powerfully manage and consolidate more data, more efficiently. 

External IT Cloud Optimized Architecture Benefits

Flexibility – On-demand IT services with pay-as-you-go pricing.

Affordability – Control your costs by only paying for the IT you use. 

Performance – Fast response times and accelerated delivery technologies provide a world-class desktop experience that surpasses traditional local services.

Reliability – Extremely reliable IT services that include a menu of high availability plans and disaster recovery options.

Mobility – Users can access their enterprise-wide virtual workspace from any Internet-connected PC, dramatically increasing user productivity and business agility.

Security – An all-encompassing aspect of our architecture, advanced multi-level security technologies are holistically integrated into our infrastructure. Built-in security systems monitor and manage security as data travels from our data centers through the network to users, so data and applications are always protected and always secure.  

Compatibility – Run all business applications from the External IT OS33 Cloud Portal, which integrates the delivery of hosted Windows applications, Web-based Applications, SaaS, local apps, and private installs – all in one world-class desktop experience.  (??)
Optimized Specifically to Serve SMBs with Advantageous IT Services
External IT’s cloud based IT architecture has been designed to deliver strategic advantages to SMBs with advanced IT services provided as needed, when needed.

2D: External IT Cloud Solutions (Intro)
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External IT Cloud Solutions 
Your outsourced External IT cloud computing solution is custom created to your requirements and quickly scaled up – or down – delivering the resources you need on demand.  Starting with a highly secure and fully controlled External IT hosted private cloud offering with dedicated, managed servers and on-demand storage, you can add External IT’s multi-tenant cloud services – or 3rd party public cloud resources – for an integrated, managed hybrid cloud solution.


Flexible Server and Storage Grid Options with Instant Scalability

Easily select and configure the server and storage grid resources and services for your External IT cloud solution, including backup, replication, and disaster recovery plans to meet a full range of high availability requirements up to four nines. Options are extremely flexible with servers quickly provisioned for your requirements with our comprehensive OS-down and function-specific server management.

· Instantly scale and provision with on-demand resources

· Cut storage costs by 50% or more

· Increase utilization rates up to 80% 

· Slash downtime and eliminate disruptions for upgrades and maintenance 
· Accelerate performance and response times 
· Pay-as-you-use pricing
Mix and Match to Build Your Own Hosted Private Cloud, or Hybrid Cloud

External IT solutions allow you to select and provision the server and storage grid elements that fit your precise needs with a wide variety of choices. The primary components of our server and storage grids include: 


Dedicated and managed application and backend servers – Servers are monitored 24x7 and typically include function-specific management, depending on each server's role, covering 24x7 IIS Web, SQL, Exchange, and SharePoint servers. 

Multi-tenant cloud servers – External IT hosted and managed community server farms provide economical and flexible cloud services, including multi-tenant Exchange, SQL, SharePoint and Web servers.  When multi-tenant and/or 3rd party public cloud resources are added to a private cloud, it becomes a hybrid cloud.

3rd Party Public cloud resources – Take advantage of the economics of 3rd party public cloud resources by adding them to your External IT hybrid cloud solution when it truly makes sense and meets your needs without any undue security or lock-in risks.

On-demand storage ​– We offer standard, premium, and archive level storage services that form the building blocks of your custom cloud based SAN – all with a secure, privately hosted file system. You only pay for the storage you use with our fixed-price per GB plans. 


Backup and replication, disaster recovery and high availability options – Choose from a wide range of plans with customizable options and straightforward configuration that can be quickly modified to fit your evolving requirements.


Server Management – Basic OS down server management and function-specific server management make configuration, provisioning and set up a breeze.
Flexible Cloud Solutions for IT on Demand

Our cloud enabled IT solutions provide your organization with a server and storage grid that delivers capabilities and technical expertise on demand, when you need it, at a predictable price and performance level, allowing new capacity and services to be added quickly and easily, without any capital investments. 

2E: Hosted Private Clouds
2E: Service Components >> Infrastructure >> Hosted Private Clouds
Hosted Private Clouds
Dedicated managed servers hosted at our secure data centers are core building blocks of our cloud enabled IT solutions and power a client’s External IT Hosted Private Cloud solution with application delivery, Web site hosting, and data storage. Dedicated servers are frequently supplemented with our extremely economical and managed multi-tenant serves – or 3rd party public cloud resources – for an integrated Managed Hybrid Cloud solution that matches requirements with the most economical option.

External IT Dedicated Managed Servers

Your dedicated managed servers are hosted in External IT’s secure data centers, monitored 24x7, and fully integrated with administration tools, our OS33 Cloud Portal, and other resources. When you select a dedicated External IT hosted server for your Hosted Private Cloud or Managed Hybrid Cloud, you get a dedicated functioning server with the processors, RAM, Operating System, and additional functional components built to your specifications.

	· Redundant VMware Infrastructure

	· VMware Machine License

	· CPU

	· RAM

	· 24x7 Monitoring, OS Support and Management

	· Citrix/XenApp Management, or Public IP (for backend)


Application Servers – The standard delivery mechanism for hosted applications is Citrix XenApp running on top of Windows Server. Hosted applications are accessed in the seamless window mode, which makes applications look and act the same as locally run applications. Industry standard Secure Sockets Layer (SSL) encryption technology is used to secure all traffic between clients and their application servers. 


Flexible Server Management Options – Depending on your needs and level of in-house IT staff, the External IT team can provide basic OS server management and your internal or 3rd party server management team can handle it from there, or External IT’s experts can provide all-inclusive 24x7 management, covering Microsoft SQL, IIS Web, Exchange, File, and SharePoint server functions

2F: Managed Hybrid Clouds 
2F: Service Components >> Infrastructure >> Managed Hybrid Clouds 
Managed Hybrid Clouds
When you add External IT managed multi-tenant cloud services or 3rd party public cloud resources to your private cloud, you have a Managed Hybrid Cloud, which to a strong degree offers the best of both cloud worlds – the privacy, security and control of your own private cloud, along with the flexibility and economy of multi-tenant and public cloud services. For this reason, hybrid clouds are the most common and flexible External IT cloud solution, and we expect this trend to continue.

External IT Multi-tenant Cloud Services

External IT’s multi-tenant servers are hosted and managed at our secure data centers and can power or supplement your External IT cloud based solution. Multi-tenant servers are monitored 24x7 and are fully integrated with External IT administration tools, our OS33 Cloud Portal, and other resources, providing full control, backups, and more, delivering powerful cloud enabled services at an extraordinary price. Most customers combine a core group of dedicated managed servers supplemented with additional multi-tenant server services for a hybrid solution.
	· Redundant VMware Infrastructure

	· VMware Machine License

	· CPU

	· RAM

	· 24x7 Monitoring, OS Support and Management

	· Citrix/XenApp Management, or Public IP (for backend)



Multi-tenant Managed Server Options

Multi-tenant Application Server – With Citrix and standard core applicationss (MS Office, Adobe, etc.) pre-installed and managed.

Multi-tenant Exchange Server – Exchange management included, plus a continuous replication management option.

Front-end Exchange Server Grid – Includes ActiveSync, OWA, RPC/HTTPS.

Blackberry Enterprise Services – BlackBerry server management included.

Multi-tenant SharePoint – SharePoint server management and integration included.

Multi-tenant File Server Usage and Management – Priced per GB and file server management included.

Multi-tenant SQL Server – SQL server management included.

Multi-tenant Active Directory – Server and domain management.
Community Server Access Packages ​
Our multi-tenant managed community server farms provide a shared virtualized cloud environment for our most economical application hosting services. Our “Farm A” package includes standard Microsoft Office applications and our “Farm B” option includes MS Office and QuickBooks. These packages are generally appropriate for smaller and early stage businesses with 25 users or less and simple requirements. 
3rd Party Public Cloud Resources

3rd party public cloud provider services – Along with External IT managed dedicated servers combined with our multi-tenant managed servers, we can integrate 3rd party public cloud server and storage resources into your External IT cloud solution for a flexible, far-reaching hybrid cloud computing environment solution.

Leverage the Economics of 3rd Party Public Cloud Providers
External IT is ready to work with our clients to leverage the capabilities and economics of 3rd party public cloud resources, including Amazon’s EC2, Google’s App Engine, and Microsoft’s Azure, and others. We integrate these raw cloud computing resources into a client’s overall External IT outsourced solution in ways that make sense for a client’s unique business and IT requirements. We add public cloud resources to clients’ hosted private clouds and multi-tenant services to create managed hybrid cloud solutions that economically and technically meet the IT infrastructure needs of our clients.

Raw Computing Resources Built into Effective Business Solutions

3rd party public cloud resource providers offer inexpensive raw computing resources – CPUs, RAM, and storage with very basic and limited provisioning – that can be ordered and configured online and then used as resources and components of your overall outsourced cloud based IT solution. The 3rd party public cloud resources available at this time are limited, but providers are adding additional services and improving existing services at a fast pace.

Bringing the Cloud to the Ground

How is External IT different from 3rd party public cloud resource providers, and why work with us to acquire and integrate 3rd party public cloud resources into your Exernal IT cloud based outsourced IT solution?  

The 3rd party public cloud resource providers offer inexpensive, raw computing resources –including servers with basic configurations and on-demand storage – with limited options and limited service. On the other hand, External IT is a full service, end-to-end, turnkey IT solutions provider with 24/7 support and a professional help desk. Wholesale cloud resource providers offer less control, less flexibility, more SLA limitations, and more technical limitations compared to External IT’s hosted cloud enabled resources and, overall, 3rd party public cloud providers offer only a small fraction of the cloud enabled outsourced IT services offered by External IT.

With that said, when wholesale cloud resources truly meet your requirements, we’ll work with you to select the right options; we’ll manage the process and build highly economical and effective hybrid cloud IT business solutions crafted to your needs. 

Hybrid Cloud Solution Examples

It’s advantageous to work with External IT when utilizing 3rd party public cloud resources because our experience and expertise assure you of a reliable, integrated solution, and there’s no additional charges or mark-up  (or, just a small, fixed mark-up) ?? from us on the 3rd party public cloud resources integrated into your solution.


For example, an External IT solution might use:


· Amazon EC2 economical raw storage for disaster recovery or remote backup, with the replicated data existing in Amazon’s public cloud.


· Google App Engine for inexpensive turnkey Web application hosting, taking advantage of Google’s Platform-as-a-Service.


The Forecast for Your IT is Outsourced, Hybrid and Cloudy

Wrap-up
? Public Cloud Resources (Providers) – OPTIONAL / EXTRA CONTENT
Table of providers & rates (with fixed mark-up) ??
Amazon Web Services (AWS) and Elastic Compute Cloud (EC2)

Amazon Web Services (AWS) provides an infrastructure Web services platform in the cloud. With AWS you can requisition compute power, storage, and other services – gaining access to a suite of elastic IT infrastructure services 
· Resources run on Amazon’s proven computing environment 

· EC2 offers full Linux machines with root access to run any apps

· Create, manage, and delete virtual servers, storage, and other cloud resources


Amazon Elastic Compute Cloud (Amazon EC2™) – A Web service that provides resizable compute capacity in the cloud. Amazon Elastic Compute Cloud works well to meet big spikes in demand for computing power with one of the more sophisticated set of options amongst wholesale cloud resources. Amazon EC2 can reduce the time it takes to obtain and boot new server instances to minutes, allowing you to quickly scale capacity, both up and down, as computing requirements change. 


Amazon Simple Storage Service (Amazon S3™) – A simple Web services interface that can be used to store and retrieve large amounts of data, at any time, from anywhere on the Web. It gives any developer access to the same highly scalable, reliable, fast, inexpensive data storage infrastructure that Amazon uses to run its own global network of Web sites. 

Google App Engine 
Google App Engine is a platform for developing and hosting Web applications in Google-managed data centers. Google App Engine lets you run your Web applications on Google's infrastructure. App Engine applications are easy to build, easy to maintain, and easy to scale as your traffic and data storage needs grow. App Engine requires you to use Google's database services for all db functions.

Microsoft Windows Azure 
Microsoft’s Azure Services Platform is an application platform in the cloud that allows applications to be hosted and run at Microsoft datacenters. It provides a cloud operating system called Windows Azure that serves as a runtime for the applications and provides a set of services that allows development, management, and hosting of applications off-premises. The Windows Azure platform offers a flexible environment for developers to create cloud applications and services. 

Multi-tenant servers:

	· 24x7 IIS management (Web server)

	· File system management

	· Exchange management

	· SQL server management

· SharePoint server management


2G:  On Demand Storage
2G: Service Components >> Infrastructure >> On Demand Storage
On Demand Storage

Storage plays an increasingly critical role in business computing today. Most companies’ storage needs are constantly growing, and more and more mission-critical business services are reliant on secure, reliable, always-available fast storage services.

Take the guesswork out of managing your storage – managing storage capacity can be a complex, time-consuming, and costly chore as you face the task of trying to predict the needs of your business months and years in advance. Meanwhile, seasonal spikes, unexpected growth, and new programs challenge even the most careful planning. It’s time to stop paying for reserve capacity that you never or rarely use! With our solutions, when you need extra storage capacity, just start using it. External IT on-demand storage:

· Delivers pay-as-you-use on demand storage capacity 
· Provides abundant flexibility with elastic capacity to meet changing needs 

· Eliminates capex storage investments 

· Improves service levels with as-you-need-it access to reserve capacity 

· Simplifies previously tedious storage planning
Optimized, Consolidated Storage Resources
Our cloud-based virtualized storage grid systems fundamentally change the economics of IT investment and productivity by consolidating and pooling underutilized storage resources, so they can all be used and managed much more efficiently. Utilizing DataCore storage virtualization technologies, we build economical storage grids that deliver accelerated performance, and – 

· A flexible hosted file system with private, public and departmental storage 

•  Guaranteed daily backup and off-site replication and backup options
•  Simplified storage administration 

· Integrated access to local drives

Select amongst dedicated or multi-tenant general/file system, 24x7 IIS for Web hosting, Exchange, SQL, and SharePoint on-demand storage, with an extensive range of backup and replication options to meet a full range of availability requirements up to four nines. 

Storage System Building Blocks for your (Hosted Private) Cloud SAN
We offer standard, premium, and archive level on-demand virtualized storage services. Hosted in External IT’s cloud enabled enterprise-level SAN with a secure, privately hosted file system, our storage options are the building blocks of your cloud based SAN. You always pay only for the storage you use with our fixed-price per GB plans. Our selection of money-saving storage options meet different business needs and performance levels for access time and throughput: 
Standard Storage is optimized to meet most standard business storage needs. Provisioned on the redundant arrays of fast SAS or Fiber disks, Standard Storage is ideal for server virtualization, operating system volumes, file servers, and for most Exchange and SQL implementations.   

Premium Storage is designed for the most demanding mission critical applications. Powered by the fastest disk and array configurations, Premium Storage offers better performance for disk-intensive applications, additional levels of protection, and higher SLAs.  
Archive Storage is optimized for less demanding applications and static data storage. Provisioned on less expensive SATA disk arrays, Archive Storage is our most cost-effective storage offering that is ideal for storing non-transactional data and backups.
Proven Cloud Enabled Storage Grids
Our on-demand managed storage solutions minimize risk and guesswork by delivering storage capabilities and technical expertise on demand at a predictable price and performance level. As part of our cloud enabled IT solutions, we provide your organization with a storage grid that allows new capacity to be easily added – without costly capital investments.

2H:   Server Management
2H: Service Components >> Infrastructure >> Server Management
Flexible Server Management
Depending on your needs and level of in-house IT staff, the External IT team can provide basic OS server management and your internal or 3rd party server management team can handle it from there; or External IT’s experts can provide all inclusive 24x7 management, covering Microsoft SQL, IIS Web, Exchange, File and SharePoint server functions.
Basic OS down management features include:  
Task     


Description







 

Server Build

Initial server build

OS Install    

Initial install of server OS    

OS Configuration 
Configure OS parameters     

OS Network     
Configure network and connectivity     

OS Upgrade      
Upgrade OS to a new version     

OS Patching     

Install needed OS patches and security updates  

OS Driver     

 Device driver updates and maintenance    

OS Antivirus     
Install, configure, and maintain antivirus software 

OS Image     

Maintain a healthy copy of server image     

OS Monitoring      
Install and configure OS monitoring agent    

CPU Utilization     
Monitor and Investigate CPU utilization    

Network Utilization  
Monitor and Investigate network performance    

OS Drive Capacity   
Monitor OS drive capacity and perform cleanup and defrag  

Memory Utilization     Monitor and Investigate memory utilization     

Service Monitoring     Monitor and troubleshoot critical OS services    

OS Reboot     

Perform scheduled and unscheduled server reboots  

OS Recovery     
Troubleshoot and recover from OS failures    

Function-specific server management options

	IIS management (Web server)

· Initial IIS installation and configuration

· Activate and maintain monitoring of IIS specific services

· Maintain necessary IIS-related patches and security updates

· Maintain standard IIS components (SMTP, .NET framework, etc.) 

· Maintain IIS related disk space



	File system management

· File share setup and management

· Activate and maintain monitoring of file system specific services

· Audit and investigate disk utilization

· Configure and maintain shadow copies 

· Install and maintain file specific backup agents   



	Exchange management

· Initial Exchange installation and configuration

· Activate and maintain monitoring of Exchange specific services

· Perform routine Exchange database maintenance 

· Maintain necessary Exchange specific patches and security updates

· Install and maintain Exchange specific antivirus solution 

· Install and maintain Exchange specific backup agents



	SQL server management

· Initial SQL installation and configuration

· Activate and maintain monitoring of SQL specific services

· Perform routine master database maintenance

· Perform routine log file maintenance  

· Maintain necessary SQL specific patches and security updates

· Install and maintain SQL specific backup agent

SharePoint server management

· Initial SharePoint installation and configuration

· Activate and maintain monitoring of SharePoint specific services

· Maintain necessary SharePoint specific patches and security updates

· Install and maintain SharePoint specific backup agent




3a. The OS33® Cloud Portal
Service Components >> OS33 Cloud Portal 
Tap the Power of the Cloud with our OS33 Cloud Portal 

Our exemplary Web-based OS33 Cloud Portal allows users anywhere to access their company’s cloud enabled enterprise-wide virtual workspace from any Internet connected PC or Mac. The portal is a seamless window to all cloud based enterprise applications, services and network management, while users can also access Web-based applications and local resources for a world-class hybrid desktop experience.

The hardened OS33 Cloud Portal features built-in real-time collaboration tools, enabling users to post company-wide announcements and links, share desktops with real-time screen sharing, view current company directories, and communicate via secure email and integrated instant messaging. The tightly integrated, flexible and object-oriented OS33 Cloud Portal gives us the edge over our competition and is included with all External IT solutions.
Makes Finding and Managing Information Assets a Breeze
Whether working from headquarters, a remote office, at home or from the road, all users need is Internet and they can access the enterprise-wide virtual workspace via the OS33 Cloud Portal, including custom business applications and Web-based apps and tools, and authorized users have instant access to data files, intranets and other business-critical information assets. 

Powerful Built-In Collaboration Tools

Share information among users, departments or workgroups and truly collaborate on projects in real-time using our desktop sharing, presence awareness and other collaboration tools. Multiple users can simultaneously view, edit and save files— in real-time – greatly increasing productivity.

Customizable

Similar to Google’s iGoogle customizable Web portal/interface, users can make changes to their OS33™ Cloud Portal look and feel to suit their individual requirements and preferences; a user’s customized portal retains its unique flavor regardless of where a user logs in or what computer is being used.

The Power of the Portal

The OS33 Cloud Portal is your single cloud interface for all things IT – a seamless window to all your cloud based enterprise applications, services and network management. The OS33 Cloud Potal uniquely enables providers to mix and match resources from any public or private cloud, transforming raw servers, CPU, and RAM into business-ready Windows and Web-based applications and services. The flexible, object oriented and hardened OS33 is simply the most powerful cloud portal available and makes External IT solutions the best in the industry.

OS33™ Portal License & Hosting includes:
	Active Directory

	Domain Controllers

	IT Control Panel (web-based)

	Security, Permissions, etc.

	Application Assignment

	Email Settings

	Full Administration UI

	User & Group Creation

	Access to all programs, mail, shortcuts, etc.

	Helpdesk Tracking, Employee Directory

	Zero Dependence on Desktop, VPN Config


	OS33™ Portal License & Hosting - Limited

	OS33™ 2 Factor Authentication

	OS33™ Internal Support Group/Ticketing


Portal Info (WIP)
My Programs

The My Programs section presents users with a list of available software applications. Individual users have a customized set of applications based on their access rights and preferences.

My Shortcuts & Shared Shortcuts

The Shortcuts sections display links to commonly used files, folders, and websites. Group managers can create shared shortcuts, and individual users have the option of creating shortcuts that are visible only to themselves.

Recent Files

The Recent Files section lists files, such as documents and spreadsheets, which were most recently opened by the user. This section is intended to replace My Recent Documents from the Windows Start menu.

Personal Info

The Personal Info section displays information from the user’s Exchange mailbox, including how many new messages they have, today’s tasks, schedule, etc. It also allows people to open Outlook Web Access.

Announcements

The Announcements section allows users to post messages that everyone in the company can see. Users can post messages on a per group basis for such things as meeting schedules, holiday notices, or birthday announcements. 

Miscellaneous Other Functions

In addition to the other previously mentioned functions, there is a download area on the Myxt.net Portal, which is used for support, and an Employee Directory tab. There is also an administration section, which is discussed later in this document.

4. Core Collaboration
Service Components >> Core Collaboration >> OUTLINE
A. Core Collaboration Overview

B. Exchange-Based Enterprise Email (ExIT hosted)

· Dedicated/Multi-tenant Exchange (ExIT hosted)

· Spam Filtering and Virus Filtering 
· Virus Scanning 

· Smartphone, PDA and Handheld Synchronization 

· Web-based access to eMail
· Mailbox sizes and limitations

· Email/Exchange Archive, Compliance, Backup and Restore

· Advanced Email Compliance 

· Exchange Backup and Restore

C. Groupware & Intranet Tools

· Announcement Posting

· Screen Sharing

· Shared Shortcuts

· RSS Feeds

· Skype VoIP integration

· Custom Objects

· 3rd Party Gadgets

· Instant Messaging

· Employee Directory

D. Integrated SharePoint Access

· Dedicated SharePoint Servers (ExIT hosted)

· Multi-tenant SharePoint Farm/Grid (ExIT hosted)

· MS BPOS SharePoint Online (SaaS)


E. 3rd Party Email SaaS

· MS BPOS Exchange Online (SaaS)

· Google hosted email (SaaS)

F. Business Productivity Services

· Dedicated MS Office Communications (ExIT hosted)

· Multi-tenant MS Office Communications (ExIT hosted)

· MS BPOS Office Communications Online (SaaS)

· MS BPOS Office Live Meeting (SaaS)


4A: Core Collaboration 
4A: Service Components >> Core Collaboration >> Overview
Core Collaboration Services
External IT core collaboration tools provide powerful communication, collaboration and user productivity services that are fully integrated into our object-oriented OS33 Cloud Portal and your enterprise-wide virtual workspace. Our leading edge groupware transforms the way your documents and other knowledge assets are shared and gives your teams – including global and virtual teams – powerful tools to achieve their common goals, enabling more effective and successful team collaboration. 

Our core collaboration services include: 

· Exchange-Based Enterprise Email – feature-rich and robust Microsoft Exchange
platform

· Smartphone, PDA and Handheld Support – integrated BlackBerry Enterprise Synchronization and Windows ActiveSync Synchronization

· Email Archiving and Compliance – manual and automatic options
· Groupware and Intranet Collaboration Tools – real-time screen sharing, IM, presence awareness, integrated VoIP, and much more

· SharePoint Services Integration – dedicated, multi-tenant, and MS BPOS options

· Business Productivity Services – Microsoft Office Communications and Microsoft Office Live Meeting
 
· 3rd Party Email SaaS – Google email and MS BPOS Exchange Online
· Microsoft’s Business Productivity Online Suite – new entry-level Microsoft-hosted services that we can integrate into your total solution 

You can implement these core collaboration tools and other object-oriented collaboration services with just a few mouse clicks – it’s that simple and that quick.

4B: Service Components >> Core Collaboration >> Exchange Enterprise Email
Exchange-Based Enterprise Email 
Messaging is a mission-critical application for your business and delivering a feature-rich messaging service is essential today. The challenges include increasingly complex regulatory requirements, the proliferation of viruses and spam, and the need to fully support a range of new handheld devices.

Dedicated/Multi-Tenant Microsoft Exchange 
External IT offers industry-standard Microsoft Outlook based email built on top of a feature-rich and robust Microsoft Exchange platform that we host and manage in our data centers. We deliver enterprise-level availability, reliability and features that fully meet the needs of companies with the most demanding email and messaging requirements. 

· Common front end Exchange grid

· 3 GB standard mailbox size, customizable up to 25 GB or more

· Daily backup with one-week retention included/standard

· MS Exchange license

· Outlook Web access

· Simple per-user monthly fees
External IT’s Microsoft Exchange Servers reside securely within our data centers. We operate the most current Microsoft Exchange platform using a back-end/front-end server topology. Our Exchange services are configured to take advantage of all groupware features, including public folders, distribution lists, group scheduling, and resource sharing. You can have multiple domain names, unlimited distribution lists and personal email aliases pointing to individual mailboxes. Exchange settings are easily administered using External IT’s proprietary administration tools.

Generally customers with 100 to 150 or less employees select our multi-tenant Exchange services, while for companies with 150 to 200 or more users, it makes sense to have dedicated Exchange service.  

All External IT hosted Exchange email solutions feature:


· Spam Filtering and Virus Filtering with Google’s Postini
Our spam filtering utilizes the industry leading Google Postini technology. Postini successfully blocks unwanted spam messages with more than 95% accuracy and less than a 1% false positive ratio. Our service offers the ability to create user, company, and industry-specific black and white lists, in-depth reporting, and flexible policy definitions. Outgoing mail and attachments are filtered and scanned as well. 


· Virus Scanning
Every email message that enters an External IT data center is first received, scanned, and passed through an outside virus scanning service provided by Google Postini. Their systems guarantee that all messages containing malicious code are removed well before they arrive at our data centers or sent on to you. By scanning all email before it arrives at our data centers, two additional threats are thwarted: denial of service attacks and directory harvest attacks. As scanned messages enter the External IT cloud, they are scanned again by our redundant internal antivirus systems.

· Smartphone, PDA and Handheld Synchronization
With integrated BlackBerry Enterprise Synchronization and Windows ActiveSync Synchronization, users can send and receive email, open attachments, as well as access their contacts, calendars, task lists and perform other functions from most any Internet-connected device.


· Web-Based Access to Email
External IT provides users with a Web-based interface to access their hosted mailbox. This interface is provided via Outlook Web Access (OWA), which has been designed to deliver as much of Outlook’s functionality as possible. OWA is accessible from any browser (via our OS33 Cloud Portal). Users are trained to use OWA when using a computer that prevents them from running hosted applications or for convenience, such as at an airport or hotel business center. To access their personal mailbox, a user logs in with their company name, user name, and password. 


· Mailbox Sizes and Limitations 
Standard mailbox sizes are 3 GB per user, and high-volume users can be granted larger mailboxes. External IT can set up your email system so that your users will begin to get warning messages as their mailbox size reaches their threshold. The messages will instruct users to remove or archive data from their mailboxes. In addition, External IT can assist with enforcing a global email limitation strategy, eliminating the possibility of overage and ensuring high performance of email services.

Exchange/Email Archiving, Compliance, Backup and Restoration
Email archiving is the recommended method for users to maintain proper mailbox size. As part of the initial orientation training on External IT’s services, users are trained how to properly set up automatic archiving based on their individual needs. Most users are configured for automatic archiving of email older than a certain number of months to a .PST file saved in their private “My Documents” folder within their hosted file system. Users are also trained in opening and searching through their archived email. 
· Advanced Email Compliance 

In order to meet the growing regulatory and legal demands on electronic communication systems, External IT offers an advanced archiving system for email. Powered by FrontBridge, this system provides full regulatory compliance and is auditable. As an email message passes through the network, it is copied and then stored in a security-enhanced online message repository. Once archived, email messages can be accessed through a Web-based interface.


· Exchange Backup and Restore 
Our standards Exchange mailbox data restore process handles the potential corruption of the entire Exchange Information store. External IT keeps seven (yes, seven) full backups of all Exchange databases and replicates one full backup to an offsite location once every week, as well as keeping at least two replicated copies at any point in time. A monthly backup of all Exchange databases is taken during the last week of the month and kept on tape for 90 days until being recycled. More advanced Exchange data protection and business continuity options are available based on your requirements. 

 4C: Service Components >> Core Collaboration >> Groupware & Intranet 

Groupware and Intranet Tools for Powerful Collaboration
We integrate myriad powerful intranet and groupware applications, services, and gadgets into our object-oriented OS33 Cloud Portal interface that takes your enterprise-wide virtual workspace to new dimensions of collaboration and productivity, including:


Announcement Posting – users can make posts to the entire organization, or to one or more specific departments, groups, or users.

Screen Sharing – real-time screen sharing enables multiple users to effectively work together and co-author documents; each user sees the same documents on their screen, and each user can navigate with their mouse and edit, modify and save shared co-authored documents.

Shared Shortcuts – users can create shortcuts that link to Web pages, files, and folders for the entire organization, or just for one or more specific departments, groups, or users.

RSS Feeds – common news and entertainment feeds are pre-integrated, and you can custom integrate any RSS feeds and place them into your portal wherever you want.

Employee Directory with Presence Awareness – a fully customizable directory allows you to capture any information you want; integrated presence awareness shows the real-time status of all users (active, inactive, or off-line).

Skype VoIP Integration – Skype VoIP services can be integrated with your employee directory for easy one-click VoIP calling.

Custom Objects – build anything that works in a browser, and we can tightly integrate it into the OS33 Cloud Portal and your virtual workspace.
3rd Party Gadgets – Gadgets from Google and Yahoo and other sources, such as Google News, can be flexibly integrated into your portal, similar to RSS Feeds.
Instant Messaging – tied in and integrated with your employee directory and presence awareness.

- - - - - - - - - - - - - - - -

4D: Service Components >> Core Collaboration >> Integrated SharePoint

Integrated SharePoint Access 

SharePoint allows users to efficiently share documents, contacts, calendars, and tasks in a single location. SharePoint delivers rich collaboration capabilities that enable team members to flexibly and efficiently collaborate, find organizational resources, search intranets, and manage content and workflow.
We integrate your SharePoint resources into your cloud enabled network and enterprise-wide virtual workspace, so all your SharePoint services are easily accessed via our OS33 Cloud Portal.

· Single sign-on based on your enterprise-wide permissions set

· Integration of SharePoint services and data into your other apps and services

We provide a number of options for SharePoint server and services setup and integration:

Dedicated SharePoint Servers (ExIT hosted)

For the best in enterprise-level SharePoint implementations, our dedicated SharePoint Servers deliver superior performance with the maximum ability for customization and flexibility.

Multi-Tenant SharePoint Farm/Grid (ExIT hosted) 
An easy, fully managed turnkey SharePoint services solution with no setup required.

MS BPOS SharePoint Online (SaaS)
For smaller businesses with simpler needs, we can turn on and integrate Microsoft’s SharePoint Online, part of the new Microsoft-hosted Business Productivity Online Suite (BPOS). While providing less flexibility and less integration capabilities, it fully meets the most common and standard SharePoint needs of modest organizations.

4E: Service Components >> Core Collaboration >> 3rd Party Email SaaS
3rd Party Email SaaS Integration 
While more than 90% of our customers use one of our Exchange-based enterprise-level email services, we offer a number of economical and simple 3rd party SaaS email options for (smaller) companies that don’t require full enterprise-level email features.

MS BPOS Exchange Online 

Some of our customers choose to use Microsoft’s Business Productivity Online Suite (BPOS) Exchange Online SaaS that provides Microsoft-hosted Exchange-based services. Exchange Online includes advanced email features as well as calendaring, contact, and task management capabilities. We can help setup Exchange Online and fully integrate the service into your enterprise-wide virtual workspace.

· Default 5 GB mailbox per each user; mailboxes can be configured up to 25 GB 

· E-mail, shared calendar, shared tasks, and contacts

· Spam filtering and virus protection via MS Forefront Online Security 

· Support for MS Office Outlook, Outlook Anywhere, and Outlook Web Access

· Support for Windows Mobile 6.0 devices and Exchange ActiveSync 12 devices

Google Email
Some customers prefer the more streamlined features and lower cost of Google email, which we also fully support and seamlessly integrate into our solutions. 


· Includes Gmail and Google Calendar

· Continuous innovation with new features introduced at a rapid pace

· Universal access – use Gmail or another client and connect with IMAP, POP, MS Outlook, or from mobile devices

· High availability with a 99.9% uptime SLA*



4F: Service Components >> Core Collaboration >> Business Productivity
Business Productivity Services

Microsoft Office Communications
Enable users to find and rapidly connect with the right people direct from the applications they use most. Microsoft Office Communications provides streamlined access to rich presence and instant messaging capabilities that are centrally managed and work seamlessly with a range of MS Office system programs.
· Instant messaging with text based chat 

· Seamless presence awareness enabling users to check other users’ availability 
 

· Presence information shared across applications
We offer three options for integrating Microsoft Office Communications into your External IT solution, including:

· Dedicated MS Office Communications (ExIT hosted) 
· Multi-tenant MS Office Communications (ExIT hosted) 

· MS BPOS Office Communications Online (SaaS) 
Microsoft BPOS Office Live Meeting (SaaS)
Employees connect with colleagues and customers with real-time meetings, training sessions, and events. Hosted Web conferencing services from Microsoft Office Live Meeting give your employees the power to collaborate wherever they are with virtual project meetings that eliminate the cost and hassle of travel.

· Web client support for remote attendee flexibility

· Interactive application and desktop sharing, and whiteboard tools

· Active speaker video switching, multi-party video, and multi-party VoIP/ audio

· Rich media presentations, native video conferencing, high-fidelity recording, and Web cam capabilities

· Hosted and managed by Microsoft, part of their Business Productivity Online Suite

External IT 
Cloud Enabled Outsourced IT Solutions
Service Components Web Site Copy – 
Cloud Enabled Applications 

5.   Cloud Enabled Applications  
A.  Overview – performance, availability
B.  Core Hosted Applications                                                       
C.  Client Specific Applications
· Windows
· Web based (Private Install Web-based Business Application Hosting)

D.  3rd Party SaaS Applications
· SalesForce Implementations
· Web-based CRM Integration                                       
E.  Application Delivery Tech
  
  ·     Integrated Single Point of Access
    
  ·     Citrix on Steroids Technology
      ·      Web-based
F.  Software Licensing
G.  Application Management

· Core Application Management 

· Client-Specific Application Management

· Our Expert Engineers 

· Self/Internal App Management or 3rd Party Management

· Application QoS with Custom Monitoring

· Complete visibility and monitoring

· User experience monitoring

· Full application traffic visibility

· High Availability / Mission Critical Application Management

· Mission critical globally accessed apps

· Simplified Deployment

· Self-Service Application Administration 

· Controlled Access

· Multi-factor authentication
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Cloud Enabled Applications 

External IT is the leader in providing hosted virtual private clouds with a collaborative enterprise-wide virtual workplace with access to all applications and data for small and mid-sized businesses with a distributed workforce, remote offices and telecommuters.

External IT’s cloud enabled application hosting and software management options are core components of our outsourced IT solutions. Our fully managed application hosting services are delivered from External IT secure data centers and provide SMBs on-demand access to all their company’s productivity and custom business applications, files and dynamic relevant content. 

Access from Anywhere, Any PC
Users enjoy ubiquitous access from any Internet connected PC to all company applications via our feature-rich OS33 Cloud Portal which delivers an enterprise-wide virtual workspace with a world-class cloud enabled hybrid desktop with unparalleled performance and availability.

Guaranteed Delivery of All Your Applications 

External IT will host and manage all your applications, including Windows and SaaS and private install web-based applications – all together in one holistic, integrated solution. We provide guaranteed delivery of your applications with SLAs that .... (INFO ON SLAs/’guarantee’ of delivery)
...delivering accelerated, superior performance and high availability.

· On-demand access for users from anywhere, at anytime, on any computer
· Bulletproof multi-level security 

· Rapid application deployment and easy updating 
· Applications work exactly as if they were running locally, or better – improved performance from bandwidth optimized, enhanced, Citrix powered delivery.
· High availability – automatic redirect to a backup data center in the event of a primary data center failure.

Outstanding Performance from Citrix Integrated with our OS33 Cloud Portal 

External IT uses Citrix application hosting technology, the industry’s gold standard for cloud enabled, on-demand, virtualized application delivery. External IT’s system architecture and the exemplary web-based OS33 Cloud Portal were designed with tight Citrix integration and deliver superior application performance.

Web App Integration for a Hybrid Solution Superior to Hosted Desktops

With External IT’s cloud enabled solutions, hosted applications are published with an instance in seamless windows via our OS33 Cloud Portal; web-based applications are also integrated into our solutions, so users can run both windows-based and web-based applications (including Saas and private install) alongside each other. With this hybrid solution, users have full access to web-based applications and use of their local machines while connected to their hosted Windows applications. This External IT hybrid solution is far superior to hosted desktop technologies that lock users out of local machine access.

Core Hosted Applications
External IT’s core hosted applications include a comprehensive suite of industry standard business and productivity software programs – with an all-inclusive, fixed price. Tightly integrated, tested and secure, our core applications deliver full functionality with high performance. External IT manages and maintains core applications globally and updates them regularly, all at a cost to customers that’s a fraction of the cost of maintaining core software internally. 

Client Specific Hosted Applications 

We support most all office productivity and business applications. Our seasoned experts work with you to implement any business-specific applications – including custom CRM and accounting programs, and both Windows-based and web-based applications. 

Application Availability
Since all your applications, files and email run from our cloud enabled data centers – instead of your local computers or local servers – disaster recovery and high availability are built into our architecture and are now affordable for all companies, regardless of size.


External IT application services also include:

· Application Management – we can handle all aspects of software deployment and maintenance for all enterprise applications, freeing your network administrators from the hassle of these tasks.
· Software Licensing Management 
· Application Support
Proven Cloud Enabled Applications from External IT

Since 2001, External IT has been delivering hosted application solutions to SMBs. We’ve implemented the most practical, cost-effective and proven methodology and architecture available today to deliver ubiquitous access to all applications with superior reliability, performance, and security that will satisfy everyone in your company – including power users, tele-workers, network administrators, road warriors, and bottom-line bean counters (? or bottom-line managers). External IT solutions will accelerate your business with a lower total cost of IT ownership. 
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Core Hosted Applications
External IT’s core hosted applications include a comprehensive suite of industry standard business and productivity software programs offered at a fixed price that’s all-inclusive of management, upgrades and licensing. External IT manages these core applications globally and updates them regularly at a cost to customers that’s a fraction of the cost of maintaining software internally.
Core Productivity Applications (included with all solutions)
Microsoft Office – the industry-defining productivity suite of business applications, including MS Word, Excel and PowerPoint.
Microsoft OneNote – free-form information gathering and multi-user collaboration software.
Microsoft Exchange/Outlook – the industry standard personal information manager and email server and application
Microsoft Internet Explorer – web browser
Microsoft Visio – vector-based business diagramming program
SyncToy – a Microsoft PowerToy with an easy to use graphical user interface to automate the synchronization of files and folders.
Microsoft Publisher – desktop publishing application

Microsoft Windows Explorer – standard file manager
Core Small Business Applications (optional)

Adobe Reader – allows the viewing and printing of PDF files. 

Win2pdf – creates PDF files from any Windows XP, Vista, Windows 7, Server 2003, or Server 2008 application.
Paper Valet – award winning easy to use digital document management software. 
Easily scan, categorize, store, and retrieve documents.
QuickBooks – leading business accounting software from Intuit.

SalesForce.com

NetSuite

MS CRM

Sugar CRM
Guaranteed Delivery and Superior Performance 
Tightly integrated, tested and secure, our core applications deliver full functionality with high performance and include fully managed maintenance and guaranteed delivery.
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Client Specific Hosted Applications 

We support most all client-specific line of business applications. Our seasoned experts work with you to implement your custom applications – including both Windows-based and web-based applications, including custom CRM and accounting programs.

· ERP 

· CRM 

· Accounting and Finance Applications 

· Securities Trading Platforms

· Legal Case Management

· Database Applications

· Any custom web-based or Windows-based application

A Hybrid Solution Superior to Hosted Desktops

With External IT’s cloud enabled solutions, your Windows hosted applications are published with an instance in seamless windows via our OS33 Cloud Portal; web-based applications are also integrated into our solutions, so users can run both Windows-based and web-based applications (including SaaS and private install) alongside each other. With this hybrid solution, users have full access to web-based applications and use of their local machines while connected to their hosted Windows applications. This External IT hybrid solution is far superior to hosted desktop technologies that lock users out of local machine access.

For client-specific applications, the work involved with installation, maintenance and troubleshooting is handled flexibly.  While we handle this work with many of our clients ourselves (with either a fixed-price plan, or hourly), some clients use in-house systems managers or 3rd party consultants.

Windows Client Specific Hosted Apps

External IT can host 99% of Windows applications – We work with our clients to host the widest array of both off-the-shelf and customized Windows software applications.  

• 24/7/365 application performance monitoring
• Multiple redundant application servers for disaster-proof availability

Web-based Client Specific Apps


Including private install web-based business application hosting.


Web Based Application Integration

More and more SMBs are relying on web applications – both SaaS and private installations (CLIENT SPECIFIC) – to run their business and to serve customers. As rich web applications proliferate and challenge network capabilities, many struggle to deliver a high performance web application experience. External IT solutions deliver enhanced internal and external web application delivery, giving users and customers a fast, reliable and secure web application experience. 

Private Install Web-based Business Application Hosting

We can help you:



Improve Performance 

· Guaranteed fast access and 100% uptime by accelerating applications and using load balancing and intelligent content switching. 

· Deliver high quality rich Internet applications 


Secure Information 

· Protect sensitive data in web applications by blocking web attacks and unauthorized access. 

· Eliminate password misuse by automating and centralizing password management.


Optimize Bandwidth 

· Get better use of network bandwidth by leveraging advanced multi-level compression and dynamic content caching. 

· Minimize network latency in remote offices by reducing and compressing WAN traffic over capacity- constrained networks.

Our hybrid solutions use the most practical, cost-effective, and proven methodology and architecture being implemented today, and are the solutions of choice for cost-conscious and forward-thinking SMBs seeking advanced IT services that enable growth and flexibility.

A sampling of the most common business office productivity applications we host:
replace the text box below with a group of logos of top software companies
	· Acrobat

· ACT

· Adobe

· Agency

· Allocation Master

· Amicus

· Blackberry Enterprise

· BusinessWorks

· CardScan

· Case Aware

· ClickYes

· Custom Applications

· CreateACheck

· Crystal Reports
	· CS Accounting

· CS UltraTax

· Dimension Returns

· Docuware

· Dreamweaver

· Exchange

· E-Z 2000

· FAS 100

· FedEx ShipManager

· File Manager

· FileMaker Pro

· FileZilla

· Fishbowl

· Foxit
	· FrontPage

· FRX

· Goldmine

· InfoPath

· IPM

· iRebal

· Laserte Tax

· Laser Fiche

· MapPoint

· MAS90, MAS200, MAS500

· Microsoft Office

· Microsoft Outlook

· Microsoft Dynamics

· Morningstar
	· Peachtree

· Perfect Practice

· Picture Manager

· Portfolio Center

· ProSeries

· Quickbooks

· QuickLaw

· SalesLogix

· SAP BusinessOne

· SharePoint

· SQL Server

· Timberline

· TimeClock

· Visio
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An Integrated Single Point of Access

Our solutions integrate your web applications with your Windows-based applications to provide you with a single integrated point of access for all the IT tools and applications you need for your business.  You can run both Windows and web-based applications alongside each other and together with all other cloud based applications and services, and local services.  Additionally, we provide:

· Single sign on for all enterprise apps

· Integrated security

· Integrated provisioning and permissions

Citrix on Steroids Powered Windows Application Hosting

External IT has standardized its Windows-based hosting and delivery on Citrix, the highest end technology available for managing Microsoft Terminal Services and powering cloud enabled application hosting. In use by over 100 million users worldwide, Citrix delivers full application compatibility and is the de facto standard in enterprise-class virtualized application delivery. External IT’s experience with Citrix includes ten years of doing what everyone does with it, as well as developing proprietary systems that integrate with Citrix and set our solutions apart
· On-demand access – from anywhere, at anytime, on any computer.

· High availability – all applications are deployed and tested on multiple servers in order to provide full redundancy at the application server level. 

· Rapid application deployment and easy updating – we quickly deploy and update all your applications at a low, predictable, fixed price, relieving you of the hassle and the escalating, hard-to-forecast costs. New applications are delivered in minutes, not months, and updates to applications occur in seconds instead of weeks.  

· Multi-level bulletproof security – security that is a built-in property of the delivery infrastructure, from the datacenter through the network to the user.
Superior Integration and Performance
External IT hosting and delivery services enable applications to be published and launched with an instance in seamless windows via our web-based OS33 Cloud Portal. With our technology, cloud based services run on a cloud enabled seamless window on the desktop, while users continue to have full use of their local machine and access to web-based applications as well.
· Applications behave exactly as if they were running locally – a cloud based customized enterprise virtual workspace delivers a world-class hybrid desktop experience for users. 

· Bandwidth optimized, enhanced, on-demand application delivery – adapts delivery and access based on each end user’s device, network and location to ensure superior performance.
 
· Single instance application management – virtualizing applications and running them from the cloud allows a single instance of each application to be managed in a dedicated application hub, substantially reducing management costs and complexity. 
Web Based Application Integration

More and more SMBs are relying on web applications – both SaaS and private installations (CLIENT SPECIFIC) – to run their business and to serve customers. As rich web applications proliferate and challenge network capabilities, many struggle to deliver a high performance web application experience. External IT solutions deliver enhanced internal and external web application delivery, giving users and customers a fast, reliable and secure web application experience. We can help:


Improve Performance 

· Guaranteed fast access and 100% uptime by accelerating applications and using load balancing and intelligent content switching. 

· Deliver high quality rich Internet applications 

Secure Information 

· Protect sensitive data in web applications by blocking web attacks and unauthorized access. 

· Eliminate password misuse by automating and centralizing password management.

Optimize Bandwidth 

· Get better use of network bandwidth by leveraging advanced multi-level compression and dynamic content caching. 

· Minimize network latency in remote offices by reducing and compressing WAN traffic over capacity- constrained networks.

A Cloud Enabled World-Class Hybrid Desktop

External IT’s application hosting and delivery systems are tightly integrated with our OS33 Cloud Portal and system architecture providing optimized and accelerated delivery of applications and data to users, increasing productivity and accelerating your business.

---------------------------------------------------------------------------------------------------

Our hybrid solutions use the most practical, cost-effective, and proven methodology and architecture being implemented today, and are the solutions of choice for cost-conscious and forward-thinking SMBs seeking advanced IT services that enable growth and flexibility.
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Software Licensing

Back-end software licensing for Windows, Citrix, and Terminal Services is included in all of our solutions. Software licensing fees for individual business applications are not included. Each company is responsible for their own application licensing. 

Month-to-Month (SPLA) Licensing

For applications from Microsoft and other software vendors that offer it, we provide the option for monthly SPLA (Services Provider License Agreement) licensing.  You pay a simple, fixed, low monthly licensing fee for each user of each application, and you ramp up or down at any time. You always have the most current updated version of the software with never any upgrade costs or fees.

Microsoft offers a perpetual software license option for many of its software titles. External IT will make available all perpetual software licenses with no additional cost to published Microsoft Service Provider License Agreement (SPLA) pricing. Examples of Microsoft Office SPLA prices include:

· Microsoft Office 2007 Standard:

$11.99 per month / user

· Microsoft Office 2007 Professional:
$13.99 per month / user

A complete price list of software licenses is available upon request.

Licensing Management

Our intelligent system can examine users, groups and permissions to see how many of your people are using each of your applications. Our system then will compare your software licensing requirements to your license inventory, and you are informed if and when additional licenses are called for.

Licensing Line Item Details


	Citrix XenApp Enterprise
	 $15.00 
	User

	Citrix XenApp Platinum
	 $15.00 
	User

	MS Windows & Term Svr Subscriber Access Licenses
	 $8.00 
	User

	MS SQL Server Standard Win32
	 $8.00 
	User

	MS Exchange™ Licensing
	 $4.50 
	User

	MS SharePoint Licensing
	 $4.50 
	User

	Microsoft Email Archiving & Compliance 
	 $5.00 
	User

	SMARSH Email Archiving & Compliance 
	 $12.00 
	User

	MS Office 2007 Std Licensing
	 $11.00 
	User

	MS Office 2007 Pro Licensing
	 $14.00 
	User

	MS CRM Licensing
	 $24.95 
	User


Additional Licensing
	Postini/Google Spam & Virus Protection 

	Microsoft Spam & Virus Protection 

	Blackberry user license 

	MS BPOS Exchange 

	MS BPOS SharePoint

	Gmail

	Vmware Virtual Machine License  
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Application Management

Core Application Management

All core application maintenance tasks and upgrades are performed by External IT experts and are part of your External IT solution with no additional fees, including updates, patches, log file examination, upgrades, and testing.  Our customers’ administrators greatly appreciate being freed from core software deployment and maintenance, so they can focus on higher-level IT priorities. 
Client Specific Application Management

Flexible options for client-specific application management: External IT has a dedicated team of engineers with years of cross-industry app management experience who work exclusively on applications; you can use our team for all your function and application specific management needs, or you can use your own internal or established 3rd party application management team to manage your applications. Whether it’s once a year, once a day, or every hour on the hour, we have the expert resources to handle your custom application management needs.


Application Quality of Service (QoS) with Custom Monitoring

In order to know what needs to be managed with a custom application, we inventorize the app to identify all its dependencies. We integrate this information into a custom tracking management application with a custom interface showing all components related to an app that need to work for successful app QoS , including a live dashboard showing the health and status of all systems relating to a custom application. We offer this service to our clients at a fixed cost.

· Complete Visibility & Monitoring
Our solutions provide visibility into user-level application performance across the datacenter, the network and the desktop to rapidly identify, diagnose and resolve service problems.

· User experience monitoring
Monitor user performance in real-time for rapid problem diagnosis and resolution. Simulate user transactions to proactively identify and correct performance issues before end users see them.  

· Full application traffic visibility
Monitor performance, traffic and bandwidth utilization within application sessions to quickly pinpoint service issues across the network. 

High Availability for Mission Critical Application Management

High availability technologies are built into our cloud enabled virtualized architecture and infrastructure. In the event of a data center disaster, our intelligent system redirects services from the primary data center to a failover data center with no change to the end user experience.

Mission-critical globally accessed applications – when you have a mission critical app running for users all around the world, we can support and manage global high availability access with distributed file systems, cross time zone systems, and more.
Simplified Deployment

We cut application packaging and testing time by managing applications in our data centers and delivering them to isolated environments on a PC. We minimize application conflicts by isolating them from the operating system and other applications. For major upgrades, External IT will establish a temporary staging test environment using exact or comparable hardware to test the upgrade before it reaches your system. 

Streamlined Self-Service Application Administration Console
With its unique OS33 Cloud Portal, External IT is the only company to provide a self-service administration console for powerful remote management of all cloud IT resources for all users. Our self-service admin console features granular, policy-based application access control to manage users, groups, applications, permissions, profiles, security and folder access rights. 


Controlled Access 
Our solutions allow you to secure application data by granting or denying access and information use by user and group and to eliminate password misuse by automating and centralizing password management.


Multi-factor Authentication 
Our systems allow you to add an extra layer of security for user authentication. When a user initiates a log-in, first they must enter their company name, user name, and password.  Then our system text messages to the user’s profiled cell phone a uniquely generated second password that the user must enter to gain access to the system.
Powerful Application Management
Managers love the low, predictable fixed price of our application management services, as well as the elimination of the hassles and the escalating, hard-to forecast costs of internal software management.
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6. Availability & Security 

A. Overview 

B. Backup and Replication

· Daily Backup and Retention

· Vaeem Technology

· Retention Options

· Backup Snapshots

· Advanced Snapshot Program

· Offsite Data Replication

· Continuous Offsite Data Replication

· Exchange Mailbox-Level Backup


C. High Availability Options

· Continuous Data Protection for Servers (24 Hour Rollback)

· Exchange Local Continuous Replication

· Exchange Cluster Continuous Replication

· Exchange Standby Continuous Replication

· SQL Server High Safety Mirror

· SQL Server High Performance Mirror

· Distributed File System

D. Managed WAN 

· Secure Connectivity

E. Disaster Recovery Plans

· Business Continuity

· Return to Operations (RTO)

· Potential data lose exposure

· Disaster Recovery Plan 
· Auditable plan and process developed

· Reserved Servers and Storage


F. Compliance

G. Network/Infrastructure Security

H. Data Center Security

I. Application and Data Security 
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Cloud and Network Availability and Security 

Everyone’s data and IT systems are vulnerable to snooping, hacking and thieving from competitors, disgruntled ex-employees, and digital crooks, as well as to technical failures and man-made and natural disasters that can all interrupt IT services. 

With the increasing importance of IT for the continuation of critical business functions – combined with today’s around-the-clock economy – the challenge of protecting your data and IT infrastructure in the event of a disruptive situation has become a paramount business priority. External IT’s cloud-enabled outsourced IT solutions utilize comprehensive state-of-the-art availability and security systems, so your information assets, business-critical applications, and your cloud enabled corporate network infrastructure are always available, protected and secure.
Built In High Availability & Recovery
With External IT’s cloud based IT solutions, all your IT is run from External IT data centers, so high availability and disaster recovery options are built into the system and affordable for all organizations, regardless of size, without any capital expenses. 

High Availability Options & Disaster Recovery Plans

We offer a range of backup and replication options, high availability plans with availability up to four nines, disaster recovery, and connectivity options for secure access.

Easily select options to meet your precise needs, from basic daily local backups and weekly off-site backup and replication, to a real-time replication system with live failover and no loss of service for the highest availability. In the event of a data center disaster, the intelligent External IT system redirects users from your primary data center to a failover data center with no change to the end user experience.

Our basic disaster recovery program, included with all our solutions, includes weekly backups of all data replicated to a secondary facility with a shared infrastructure for the failover. 

Built-In End-to-End Security
External IT systems are defended from malicious attack and other risks with best-practice security processes powered by a combination of industry-leading hardware and software security tools that are built into our entire delivery infrastructure and systems architecture. Multiple layers of security protect your IT services and data, including intrusion protection services, data protection, and data preservation. 

Security services inlude network/infrastructure security, data center security, applications and data security, and related compliance issues. 
Highly Available and Secure by Design – with a Menu of Options
With over 200 client installations, we understand that IT availability and security are paramount concerns of all our clients. And that’s why high availability options and security have been built into our architecture, infrastructure, and systems for the past decade. Because saving money and having better IT services wouldn’t be worth it if your network or data security was compromised in any way. And while it might take a little research for you to become convinced, the truth is our cloud enabled hosted IT solutions deliver better and more comprehensive high availability options and security compared to traditional internal IT systems for SMBs, and at a fraction of the traditional cost. 
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Backup & Replication

A secure, reliable and usable backup copy of your data is a basic requirement. But traditional backups can be burdensome – long backup windows reduce productivity, and backing up distributed servers with individual storage is cumbersome. External IT solutions provide economical, efficient and flexible cloud enabled backup and replication options enabling you to create a customized backup and replication process that meets all your requirements.

Daily Backup & Retention

For daily immediate backup and retention, every day External IT takes an image of your servers and backs them up utilizing Veeam Backup & Replication technology, the industry-leading virtualized backup and continuous data protection software, which delivers – 
· 10+ times faster speed for incremental backups

· Up to 5 times faster speed for full backups

· 80% lower cost for near continuous data protection (CDP) compared with traditional CDP

· Increased reliability by leveraging the latest vStorage technology

All this allows our virtualized cloud based backup and retention services to be provided at prices significantly lower than traditional options.


Retention time options for daily backups – choose one week, two week, or four week retention time for your daily backups.

Backup Snapshots 

For longer-term backups, our backup snapshots capture point-in-time images of your servers once a quarter or once a month. Snapshots speed up and simplify the backup process by enabling fast and reliable disk-to-disk online backup copies to be used to protect data.  Backup snapshots are used, for example, to freeze a monthly snapshot of all data spanning seven years for financial records to meet archiving and compliance requirements.


Advanced Snapshot Program – Advanced Snapshot Management is a standardized procedure for short-term backup needs with snapshots taken of your system every 2 hours and preserved for 48 hours. 
Remote Offsite Replication
Remote Offsite Replication keeps distant copies of your data at External IT datacenters (or at a 3rd party public cloud storage provider) without impacting local performance and are available on a weekly, daily, hourly, or continuous basis to meet your needs and budget. 

Continuous Remote Offsite Data Replication – for the utmost in backup, we use advanced continuous data protection (CDP) systems that enable clients to “travel back in time” to restore and recover data and systems back to previous good states.  


· Return to any point-in-time without taking explicit backups 

· No need to quiesce or interrupt applications

· Logs and timestamps all I/Os

Exchange Mailbox-Level Backup
Our Exchange Mailbox-Level Backup service makes accessing particular mailboxes and mailbox items easier by taking a backup of many mailboxes as one condensed exchange mailboxes file.  This option allows you to backup mailboxes separately from the common mailbox store, so you can request individual item restores, enabling per user recovery of mailboxes and mailbox items such as restoring one user’s mailbox without restoring the entire mailbox file.  
Peace of Mind at Breakthrough Prices
Using advanced technologies and a state-of-the-art cloud infrastructure, External IT offers a full range of backup and replication services offered with a game-changing cost structure.  Peace of mind at a breakthrough price.
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Traditional high-availability solutions are costly, hard to implement, and difficult to manage.

Our cloud based IT solutions offer affordable high availability options that provide continuous access to applications, data, and content by addressing all potential causes of downtime with advanced design, functionalities, and technologies. We ensure the high availability of your IT services and business-critical applications with technologies for failover and load balancing along with hardware-independent backup and recovery. Network hardware and software are integrated, providing system level resiliency, network level resiliency, and embedded management.
Fault Tolerant Network Infrastructure with Synchronous Mirroring
See our Architecture section for details on our highly fault-tolerant architecture and infrastructure designed for synchronous mirroring for real-time I/O replication. 
Our cost-effective high-availability solutions offer your business transparent and automated failover and recovery with the following programs:
	CDP
Continuous Data Protection (CDP) for Servers with 24 Hour Rollback – Provides local backup with a 24 hour rollback.  Choose CDP for mission-critical database driven applications when you might want to get back to a certain period of time, a particular transaction, etc., if there’s a corruption or user error. 
EXCHANGE HA PLANS
Exchange Local Continuous Replication – An inexpensive option that fully protects you from any disk failures on your primary Exchange server, providing solid peace of mind.  All data is replicated on a separate system in the local datacenter, providing a same-site HA system.  In a worst-case scenario, you need to be willing to accept 15 to 20 minutes of down time if the primary server goes down.


	Exchange Cluster Continuous Replication – Provides two identical Exchange servers sitting locally.  Our highest availability single-site option for Exchange with 100% uptime from a single site. 



	Exchange Standby Continuous Replication – Offering everything per the above Exchange Cluster Replication 100% single-site Exchange uptime, with the addition of an offsite replication for disaster recovery (in case of a major disaster at primary data center).



	SQL OPTIONS 
SQL Server High Safety Mirror – For environments where every SQL application transaction needs to be at two sites at all times, we provide a high-safety synchronous mirror service providing identical data at either a local or remote.  This option offers the highest data protection mode with a performance hit for real-time synch of data.


	SQL Server High Performance Mirror – Similar to the high safety mirror service above, but configured with a primary server and secondary so the data is synchronous.  This allows the primary to perform as fast as capable, and data is queued. There’s a potential data loss tradeoff for this highest performance mode in a worst-case scenario.



	FILE SYSTEM

Distributed File System – We use MS controlled mechanisms for near-instantaneous cloud enabled network replication that offers the ability to make your file system continue to look like a normal file structure to users, while in reality the files may live at multiple sites and on multiple servers; so if one server fails, users won’t even notice. Our Distributed File System provides a good combination disaster recovery and high availability option. 
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Managed WAN Network for Secure Connectivity 

Your Hosted Cloud is Always Connected

Data center connectivity is assured with External IT’s robust Managed WAN network.  With direct fiber connections to multiple Tier 1 Providers – including AT&T, Sprint, Level3, and other backbone networks – you effectively have unlimited elastic capacity to meet your bandwidth needs. External IT facilities maintain rigorous ongoing maintenance, boasting an uptime of more than five nines (99.999%).

A Secure Pipe to Your Hosted Data Center and the Internet

Your connection security is protected by enterprise class Cisco ASA firewalls and Cisco and Tipping Point Intrusion Prevention Systems. For additional levels of reliability and security, External IT data centers are connected with a private intra-data center network for internal communications, data replication, and failover traffic.
Connectivity and Network Services
Since our clients’ External IT hosted cloud networks are always on and always connected (available?), a reliable connection on the client side is a necessary component to guarantee trouble-free access to their hosted cloud networks. Clients select a primary External IT data center facility based on geographic proximity and can choose from a number of connectivity options, including our DirectConnect option.
DirectConnect offers a fully managed, private connection for the most demanding connectivity needs and is available at most External IT data centers. DirectConnect includes:
· Performance, security, and reliability built on top of MPLS technology
· End-to-end management, 24x7 monitoring, and support. 

· Highest level SLAs
· Bundled Cisco routing and firewall equipment for a complete solution
· QoS optimized for access to hosted resources as well as specific application needs, such as VoIP
External IT also offers solutions to extend your existing private network to one of the External IT data centers, site-to-site VPNs for specific application needs, and a secure gateway to the Internet utilizing External IT as your Internet gateway. Further options and ad hoc network management services include:
· 24x7 NOC to address any WAN management and connectivity needs
· Friendly network design to optimize a local network for External IT access

· Emergency support, so if anything goes wrong at your site, you’re fully supported
A Wide Array of WAN Management and Connectivity Options
We offer multiple connectivity options from extremely economical to the most robust.  External IT solutions are extremely scalable, enabling you to find just the right fit for your organization – whether small or large – and allowing you the ability to leverage your existing network infrastructure into your External IT cloud solution.
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Disaster Recovery Plans

Traditional disaster recovery solutions (DR) are generally expensive and unreliable. They require expensive hardware duplication at designated recovery sites, use processes that are manual, complex and slow, and have a high rate of failure due to hardware dependencies and untested failover processes.
Organizations typically rely on traditional tape backup to guard against this eventuality. More comprehensive disaster recovery solutions that automatically maintain up-to-date copies of data at a remote location are desirable, but have been unaffordable with traditional/dedicated technologies.
Rapid, Reliable, Affordable Recovery
Now, however, External IT’s cloud enabled solutions make disaster recovery cost-effective and practical for any organization, no matter the size.
· Recover from disasters rapidly

· Ensure reliable disaster recovery

· Reduce the cost of disaster recovery

· Automate disaster recovery

Disaster Recover Plans for Business Continuity
We offer low, medium and high levels of disaster recovery service to support your business continuity requirements. The two most important issues for clients to evaluate in selecting a disaster recovery plan are:

· What return to operation time (RTO) do you need?

· What’s your maximum acceptable exposure for time of data loss?  Can you lose one day, one hour, one minute’s worth of data?

Disaster Recovery Services

	Disaster Recovery Plan – Our team of disaster recovery experts will work with you to develop a customized disaster recovery plan, which includes: establishing and documenting an auditable DR plan, testing the plan with some regularity (monthly, quarterly, yearly), and specifying other variables including your acceptable RTO and time duration of exposure to potential data loss in worst-case scenarios. 



	Reserved Servers and Storage (for DR Event) – Some customers prefer to have dedicated disaster recovery servers and storage waiting full-time for the utmost in secure, private disaster recovery.


6F:  Compliance
6F: Service Components >> Security and Availability >> Compliance
Compliance 
Driven by standardization and regulation, IT managers face complex compliance issues with the growing number of external compliance requirements and internal policies. IT managers cite significant challenges in achieving sustainable compliance levels and many are feeling pressured to prove that the appropriate systems exist to minimize risks while ensuring that compliance requirements are all being met. 

With External IT’s centralized and virtualized approach to IT services, our solutions enable our clients to easily and automatically meet IT and server compliance standards – and without compromising system performance or efficiencies. We approach meeting compliance requirements from a holistic perspective, integrating security, configuration, and regulations to deliver sustainable and low-cost compliance systems, processes, and services.


Making Compliance Automatic, Reliable and Low Cost

External IT solutions provide simple and automatic functions to meet compliance and regulatory requirements including HIPAA, SAS70, and Sarbanes Oxley. Our OS33™ Cloud Portal includes a security tool that allows IT managers or External IT support staff to manage a set of simple, tightly integrated services for email management and on-line and off-line storage to facilitate easy regulatory compliance.
External IT data centers meet Securities and Exchange Commission (SEC), Sarbanes-Oxley (SOX) Act, and Health Insurance Portability and Accountability Act (HIPAA) guidelines and offers ISO compliance for securing confidential data.

MORE

Type 2 Audits of Processes

Data Center Audits

Email Archiving

Backup Controls

6G:  Network/Infrastructure Security
6G: Service Components >> Security and Availability >> NETWORK Security
Secure Network Infrastructure with Built-in End-to-End Security
Our secure network infrastructure features:
· Managed Cisco firewalls 

· Enterprise-level security appliances 

· Tipping Point intrusion prevention systems (IPS)
Centralized Security and Single Sign-on Capabilities 
Centralized systems make our network infrastructure easier to secure. A single point of access connected to your centralized permissions ensures that all users are properly authenticated and only have access to applications and data specific to their permissions.  Built-in password management strengthens security and facilities compliance with government regulations. Single sign-on capabilities streamline the user experience by logging users on to all of their systems with a single password. We also incorporate expiring passwords and a password tracking system.
Intrusion Detection & Prevention Systems

External IT employs industry-leading Tipping Point IPS enterprise intrusion prevention systems to actively monitor all network traffic and to detect any attempt to log in or access resources without authorization. If suspicious activity is detected, protective measures are taken and our technicians are notified immediately.

Our Tipping Point intrusion prevention system is a network security device that monitors network and system activities and reacts in real-time to block or prevent any malicious or unwanted behavior. Our network-based IPS operates in-line to monitor all network traffic for malicious code or attacks. When an attack is detected, it can drop the offending packets while still allowing all other traffic to pass from the data center through the network to the user. 


Password Control
Our systems track the technicians and staff who have been given passwords and when passwords are due to expire. All passwords are changed routinely, and with the exception of a single chief administrator, access to clients’ private file storage areas is restricted and only permitted when required.
Confidentiality and Privacy

External IT provides clients a secure and private hosted file system. All External IT support technicians sign confidentiality agreements that protect client data as well as proprietary system information. Our support technicians must obtain explicit permission from a user before being allowed to view their screen or access any client data during customer support sessions. 

Auditing

When our support technicians are working with client resources as they troubleshoot and resolve issues, their actions are logged by a tracking system. In the event of suspicious behavior, a record exists to determine and remedy any possible wrongdoing. (Note: External IT has never yet experienced this kind of incident.)

6H:  Data Center Security
6H: Service Components >> Security and Availability >> Data Center Security
Secure Data Center    (see Infrastructure: Data Center Facilities for similar related info)
External IT operates the most reliable and secure data center facilities in the United States. Our best of breed data centers are spread out across the country and feature state-of-the-art security, backup power systems, storm protection, climate control, and more. We continuously monitor each piece of hardware and every service running within our data centers 24 hours a day, seven days a week.

Multi-level Physical Security  (choose paragraph or bullets)
Access to External IT data centers is limited to authorized personnel passing biometric hand scanning and 24-hour on-site security guards, 365 days a year. In addition, a digital video surveillance system and centralized monitoring track all data center activity. Additionally, data center building exteriors are fully anonymous and have no windows, and all exterior entrances are protected with silent alarms.

· Security officers are on-site 24/7/365. 

· All visitors are screened upon entry to verify their identity.

· All doors are secured using biometric hand scanners and pass codes.

· Data center building exteriors are fully anonymous with no windows.

· All entrances are protected with silent alarms.

· A digital video monitoring system records all data center activity.

Secure Power Supply from Redundant Systems

External IT data centers’ electrical power systems have redundancy to guarantee continuous operation. The power systems consist of dual, parallel uninterruptible power supply (UPS) systems and diesel fuel generators. The UPS systems protect against power spikes, surges, and brownouts, and the redundant backup diesel generators provide power for data centers in the event of a public utility outage.

Physical Structure

The building shell, exterior, floors, and roof of External IT data center facilities meet or exceed local building codes and standards. In order to provide further protection, our facilities are built to effectively manage and withstand the effects of fire, flood, and earthquakes. 
For more information, see our Secure Data Center Facilities section.

Secure Data Center Facilities
External IT operates the most reliable and secure data center facilities in the United States. Our best of breed data centers are spread out across the country and feature state-of-the-art security, backup power systems, storm protection, climate control, and more.
· Fully redundant power systems 
· HVAC climate control systems 

· Advanced fire protection systems 

Multi-level Physical Security

Access to External IT data centers is limited to authorized personnel passing biometric hand scanning and 24-hour on-site security guards, 365 days a year. In addition, a digital video surveillance system and centralized monitoring track all data center activity. Additionally, data center building exteriors are fully anonymous and have no windows, and all exterior entrances are protected with silent alarms.
Secure Power Supply from Redundant Systems

External IT data centers’ electrical power systems have redundancy to guarantee continuous operation. The power systems consist of dual, parallel uninterruptible power supply (UPS) systems and diesel fuel generators. The UPS systems protect against power spikes, surges, and brownouts, and the redundant backup diesel generators provide power for data centers in the event of a public utility outage.

Physical Structure

The building shell, exterior, floors, and roof of all External IT data center facilities meet or exceed local building codes and standards. In order to provide further protection, our data centers are built to effectively manage and withstand the effects of fire, flood and earthquakes. 

Fire Suppression

· Consists of a dual-alarmed, dual-interlock, multi-zoned, water-based dry pipe fire protection system.

· Uses sensory mechanisms (HSSD) to sample air and sound alarms prior to water pressurization. 

Flood Control

· All DCs are built above sea level and 500-year flood plains, have no basements, have tightly sealed conduits, and have moisture barriers on the exterior walls.

· The data center facilities contain dedicated pump rooms, drainage/evacuation systems, and moisture detection sensors.

Earthquake Management

· All DCs are built to meet or exceed seismic design requirements of local building codes for lateral seismic design forces. 

Environmental Control

· In order to provide optimal environmental conditions for operation, the HVAC systems provide the External IT data centers with appropriate levels of airflow, temperature, and humidity. 
 

· The HVAC systems use N+1 redundancy configurations and are also backed up by redundant diesel generators. 

6i:  Application and Data Security  
6i: Service Components >> Security and Availability >> Apps & Data SecurITY
Secure Applications and Data

External IT’s centralized, virtualized and cloud based architecture provides the most secure infrastructure for delivering applications. With our hosted application delivery, data is kept in our data center while only screen updates, mouse clicks, and keystrokes transit the network. For local application delivery – and as an extra security measure for hosted applications – centralized password control, multi-factor authentication, encrypted delivery, and a hardened SSL VPN appliance eliminate the chance for loss or theft of data. 

End-to-End Encryption
High performance, standards-based encryption security for all data from the data center, over the network, to users anywhere.

Scenario-based Access Control
Intelligent endpoint analysis determines what type of desktop and access to applications a user receives at each logon, based on location, device, and user profile.

Multi-factor Authentication 
Our systems allow you to add an extra factor for user authentication that involves when a user initiates a remote log-in, first they must enter their company name, user name, and password.  Then our systems text messages to the user’s profiled cell phone a uniquely generated second password that the user must enter to gain access to the system.
Session Recording and Playback
Smart auditor records and plays back user sessions to identify and document fraud, and to defend against litigation.


7. Support
7. Service Components >> Support >> OUTLINE
f. Support Overview
· Intro

· FlexSupport Helpdesk Services

· On-Site Support

· Technical Account Management

g. External IT FlexSupport

· Flexible Support Options

· Primary FlexSupport Services

· Regular vs. Dedicated Plans
· Escalation from Internal Helpdesk 
· FlexSupport Features

· Details of FlexSupport Services

h. FlexSupport Helpdesk Plans 

· Standard

· Extended

· 24x7

· Escalation-only (for co’s with internal helpdesk)

· Dedicated Engineer Plan

· Ad Hoc Per Incident

i. Onsite Support


j. Technical Account Management

· Proactive Transition Management

· General Technical Account Management

· Dedicated Technical Account Management

7A: Service Components >> Support >> Overview

Support

External IT user support is like having a full-time expert support team on staff, ready to answer any question and resolve every issue, at a fraction of the cost of a traditional internal support team. Your users – including corporate staff, remote employees and road warriors – will appreciate the quality, simplicity and usability of our user support system. Our all-encompassing support is yet another component of External IT solutions that meet all of your IT needs.
Flexible Options for Support

Our FlexSupport programs offer a full range of support services that can be flexibly customized to meet your particular support needs.  You can have a fully outsourced External IT FlexSupport helpdesk; you can use your own internal helpdesk support team as your first line of support and use External IT support just for Level 2 escalation of trouble tickets; or you can have no plan and use our support on an ad hoc fixed-price per incident basis.

External IT’s FlexSupport Services include Professional Helpdesk Plans, Onsite Support, and Technical Account Management.


The Most Reliable and Pampered Helpdesk Experience Available
FlexSupport offers External IT users unlimited access to telephone and screen-sharing support from our professional helpdesk department. We resolve problems, provide training, answer questions, and give technical advice. Support is available 24 hours per day, 365 days per year. Our support technicians resolve problems utilizing leading-edge methodologies including screen sharing and shadow support. 

One of the advantages of outsourcing your IT support to us is that users calling in don’t get put on hold. Support phone calls are answered immediately by our staff of talented and dedicated support technicians. Off hours, users submit their support requests using a simple online form and receive a prompt response from our support department. 

On-site Support
Since External IT services are in the cloud and hosted, there isn’t much to go wrong onsite; but when it does, we’re there for you with quickly dispatched expert engineers who work collaboratively with our External IT helpdesk support team to track and resolve the problem.

Technical Account Management
Clients have an appointed Technical Account Manager as their primary point of contact for their Exernal IT solution and as an always-available direct access communication channel.   We offer plans for general technical account management along with plans for dedicated technical account management with scheduled monthly or weekly review meetings.
Outsourced Expert Support for Productivity and Uptime

External IT knows the importance of 24/7 system uptime, but it doesn’t stop there. Because the success of any IT solution is based not only on system uptime, but on user uptime as well. And all your IT users will appreciate External IT’s expert FlexSupport staff and our system’s automated, customizable web-based helpdesk support and case tracking functions. 

7B: Service Components >> Support >> FlexSupport

External IT FlexSupport with Comprehensive, Flexible Services

Our FlexSupport programs provide an extensive range of support services to meet all your user and level II support and training requirements with a range of flexible implementation options. Our comprehensive FlexSupport services include:

· General Helpdesk Services 

· Exchange/Outlook/Email Support 

· Core Application Support for MAC and Windows 

· Local Desktop Support 

· Printing Support 

· Network and Connectivity Support

· Roaming/Travelling User Support (“Best effort”) 

· Off-line Support 

· Optional Mobile Device Synchronization Support 

Regular vs. Dedicated FlexSupport Programs
Most of our FlexSupport plans provide “regular” support from our pool of highly experienced support engineers. Our highest-end personalized FlexSupport program for demanding environments provides a full-time support engineer dedicated to your specific support needs. All your support requests route to this dedicated virtual support engineer who becomes immersed in the details of your IT system and support issues.


Escalation From Internal Helpdesk Programs
If you have your own helpdesk staff, they can remain the first line of support for your users.  If your internal team can’t resolve a problem, they can escalate the issue to External IT support. 

Another option is to have calls forwarded to External IT support during the hours when your internal helpdesk is closed.  

FlexSupport Plans Feature

Availability – Support is available 24 hours per day, 365 days per year. 

Screen Sharing – In providing user support, our support technicians may request access to view the user's screen. If granted, the support technician and the user will work through the issue together, each looking at the user's screen and both able to use the mouse and keyboard. It's as if our support technician is sitting right next to the user. 


Response Time – Users can call, use our web-based trouble ticket submission form, or email for support. One of the advantages of outsourcing your IT support to us is that support phone calls are answered immediately by our staff of talented and dedicated support technicians. All incoming web-initiated support requests are reviewed within five minutes, and as support requests arrive at External IT’s helpdesk they are assigned a priority based on urgency. 

During off hours users submit support requests utilizing a simple online form and receive prompt responses from our support department.

Support Request Tracking System – External IT employs a sophisticated web-based support request tracking system to efficiently manage helpdesk operations. Users fill out an on-screen form including the problem description with point-and-click submission to External IT support staff. Each support request becomes a case that tracks the time, nature, priority, and other details of the issue. 

Real-time end user tracking of helpdesk ticket status is always available ensuring accountability for a problem ticket’s lifecycle. Users have the ability to add and attach notes to cases and to close tickets when a problem is resolved, and users can reopen cases, rate support technicians and provide feedback. Helpdesk ticket reports can be exported for analysis and review. 
External IT FlexSupport Services 
COLOR KEY
 Unlimited 

 Fees may apply 

 Hourly/fixed fees will apply 

General Helpdesk Services 

 Immediate Resolution of any External IT-related issues 

 General Usability issues and Questions 

 Technical Questions and Feedback 

 Company Administrator Functions 

 Web Portal Issues Diagnosis 

 Corrupt Profile Troubleshooting 

 Login Security, Permissions, etc. 

 File Restoration 

Exchange/Outlook/Email Support 

 Outlook, Spam Filtering, Basic Problem Resolution 

 Spam Filter Management 

 Sharing Mailbox Resources 

 Resource Mailbox Set-up and Maintenance 

 Troubleshooting NDR Email 

Core Application Support for MAC and Windows 

 Citrix Client Installation and Support 

 Troubleshooting and How to on Core Applications 

 Launching and Opening Applications 

Local Desktop Support 

 Diagnosing Hardware Problems 

 Diagnosis and Resolution of General Desktop Problems 

 Local Operating System Setup and General Windows Questions 

 Software Firewall Support for Accessing the Citrix Server 

 Virus and Spyware Diagnosis 

 Spyware/ Antivirus Software Installation 

 Standard Spyware Cleanup 

 Extended Spyware Cleanup 

 Standard Virus Cleanup 

 Extended Virus Cleanup 

 Local Software Installation and Configuration 

 Any On-site Assistance 

 New PC Setup 

Printing Support 

 Troubleshooting Basic Printer Connection Problems 

 Spooler Issue Resolution 

 Driver Alternatives 

 New Simple Printer Setup 

 Scanner Setup and Troubleshooting 

 Advanced Printer Problem Resolution 

 Optional Managed Printing Package 

Network and Connectivity 

 Troubleshooting Connectivity 

 Desktop Network Configuration 

 Basic Network Equipment Diagnosis and Quick-fix 

 Network Equipment Configuration 

 Local Network Monitoring 

Roaming/Travelling User Support (“Best effort”) 

 Roaming Connectivity/Network Support 

 Roaming Desktop Support 

 Roaming Printer Support 

Off-line Support 

 Synchronization Install/Configuration/Train 

 Assistance with Laptop-installed MS Office 

Optional Mobile Device Synchronization and Support 

 Sync Activation 

 Sync Support and Troubleshooting 

 Work with Providers on Synch Issues 

 Device Error Diagnosis 

 Advanced Configuration 

7C: Service Components >> Support >> Helpdesk Plans

FlexSupport Helpdesk Plan Options
Helpdesk plans offer your employees and staff unlimited support tickets, telephone calls and screen-sharing support from External IT’s helpdesk department. Our helpdesk resolves problems, provides training, answers questions and gives technical advice. 
Support is available 24 hours per day, 365 days per year. Users request support by clicking the Request Support option in the Helpdesk area of their Portal, or users can log a support request via telephone by calling External IT’s helpdesk directly. The typical response time for a technician to get back to the user is under 30 minutes. For high priority issues, the response time is under 15 minutes. 

FlexSupport Plans, Hours and Options

FlexSupport Standard Helpdesk Plan – 8:00 AM to 8:00 PM EST Monday thru Friday. Critical requests outside of these hours must use the Helpdesk interactive form to submit tickets.

FlexSupport Extended Helpdesk Plan – 7:00 AM to 11:00 PM EST 7 days per week plus holidays. Critical requests outside of these hours must use the Helpdesk online form to submit tickets.

FlexSupport 24x7 Plan – 24 hours a day, seven days a week, 365 days a year coverage
FlexSupport Level 2 Escalation-only Plan (for clients with internal helpdesk) – If you have your own helpdesk staff, they can remain the first line of support for your users.  If your internal team can’t resolve a problem, they can escalate the issue to the External IT support team. Coverage is 9 AM to 8 PM EST Monday thru Friday. Another option is to have calls forwarded to External IT support during the hours when your internal helpdesk is closed.

FlexSupport Dedicated Engineer Plan – Our highest-end personalized FlexSupport program for demanding environments provides a full-time support engineer dedicated to your specific support needs. All your support requests route to this dedicated virtual support engineer who becomes immersed in the details of your IT system and support issues.

FlexSupport Ad Hoc Per Incident Services – If you call for support outside of your FlexSupport plan hours, or if you opt for no FlexSupport program at all, support is provided on a fixed-price per-incident basis. If the problem is an External IT system issue, all charges are waived.

Training – In addition to support, External IT's support department can train new employees with an orientation session on how to properly use the OS33 Cloud Portal and all of its features and functionality. This orientation session is similar to the training that all users receive during the initial migration process.

7D: Service Components >> Support >> Onsite Support

Onsite Support
Since External IT services are in the cloud and hosted, there isn’t much to go wrong onsite; but when it does, we’re there for you with quickly dispatched expert engineers who work collaboratively with our External IT helpdesk support team to track and resolve the problem.
Local issues

Because of the nature of External IT's virtualized hosted IT services, most technical issues will not occur on users’ computers, since local hardware is only used for accessing the Internet, launching a browser, and connecting to your company’s virtual private cloud enabled workspace via the OS33 Cloud Portal. Nevertheless, issues may arise having to do with local hardware; for example, network connectivity issues, local/network printing issues, deep OS system conflicts, spyware, bad viruses, or local hardware failure. 
External IT can help you resolve all of these issues as well as any other local technology problems that prevent or hinder users from properly accessing your virtual private cloud network. In the event that a hardware failure is diagnosed, External IT's support technicians can make the necessary arrangements to resolve the problem, including ordering a replacement part and reporting the problem to the warranty vendor.
Expert Engineers Quickly Available for Onsite Support When Needed
If the External IT helpdesk can’t remotely resolve an issue we will send an appropriately experienced engineer onsite to handle the problem. We work with a network a professional IT support service companies across the country and provide same day or next morning service anywhere in the country. The External IT helpdesk takes ownership of the case and oversees the dispatched onsite engineer until the problem is fixed and the case is closed.
7E: Service Components >> Support >> Technical Account Management

Technical Account Management

Proactive Transition Management – During the first few weeks of going live with your External IT cloud enabled IT services solution, External IT technicians will proactively communicate with your users directly. We send emails to users requesting feedback and work closely with all users to solve any transition-related issues. 

General Technical Account Management ​– Clients have an appointed Technical Account Manager as their primary point of contact for their Exernal IT solution and as an always-available direct access communication channel. Technical Account Managers are available to discuss any strategic IT issues as well as anything outside the scope of day-to-day support, including a merger or acquisition, new software packages, a scanning solution, resolution of chronic issues, or general escalation of support issues that aren’t being handled to your liking.  

Dedicated Technical Account Management with Monthly or Weekly Reviews – We offer plans with a scheduled monthly or weekly virtual meeting between a dedicated Technical Account Manager and your point of contact/team. These meetings include a review of your system help logs in order to monitor response times, identify areas for improvement, and analyze trends to head-off issues.  Frequent and regular contact with your Technical Account Manager develops a close relationship that helps External IT stay in tune with your changing business needs.

Success Based on Communication and Feedback
In order to ensure effective communication, every client assigns an individual– an IT administrator, CIO, CFO, or ops manager responsible for IT – or a team that will be responsible for acting as the primary liaison with the Technical Account Manager. 

In essence, the External IT team becomes your company’s IT department under the direction and supervision of your point-of-contact person/team. The role of your company’s liaison is to direct IT strategy, review our performance, identify trends and weak areas, work with us to make improvements, provide the link between business and IT, and communicate new requirements.
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